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ABSTRACT
Federated Learning (FL) is a promising distributed learning framework de-
signed for privacy-aware applications. FL trains models on client devices
without sharing the client’s data and generates a global model on a server
by aggregating model updates. Traditional FL approaches risk exposing
sensitive client data when plain model updates are transmitted to the server,
making them vulnerable to security threats such as model inversion at-
tacks where the server can infer the client’s original training data from
monitoring the changes of the trained model in different rounds. Google’s
Secure Aggregation (SecAgg) protocol addresses this threat by employing
a double-masking technique, secret sharing, and cryptography computa-
tions in honest-but-curious and adversarial scenarios with client dropouts.
However, in scenarios without the presence of an active adversary, the
computational and communication cost of SecAgg significantly increases
by growing the number of clients. To address this issue, in this paper, we
propose ACCESS-FL, a communication-and-computation-efficient secure
aggregation method designed for honest-but-curious scenarios in stable
FL networks with a limited rate of client dropout. ACCESS-FL reduces the
computation/communication cost to a constant level (independent of the
network size) by generating shared secrets between only two clients and
eliminating the need for double masking, secret sharing, and cryptography
computations. To evaluate the performance of ACCESS-FL, we conduct
experiments using the MNIST, FMNIST, and CIFAR datasets to verify the
performance of our proposed method. The evaluation results demonstrate
that our proposed method significantly reduces computation and com-
munication overhead compared to state-of-the-art methods, SecAgg and
SecAgg+.
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Figure 1: Comparison between vanilla FL and FLwith SecAgg.

1 INTRODUCTION
Federated Learning (FL) [37] has emerged as a promising approach
for privacy-preserving collaborative learning, enabling multiple
parties to train machine learning models without sharing their sen-
sitive data. FL allows distributed clients to collaboratively train a
model while keeping their data decentralized and private. In FL,
each client trains a global model by using its local dataset. Then. it
sends the trained model update to the central server, which builds
a new global model by aggregating all updates. While FL protects
user privacy by avoiding direct data sharing, it still faces challenges
and vulnerabilities [28], such as model inversion attacks [20], where
an honest-but-curious server [29, 39] may reconstruct the origi-
nal client data by reverse-engineering the local model weights. To
address these privacy threats, Google proposed the Secure Aggre-
gation (SecAgg) protocol [8] as a secure multi-party computation
(MPC) [11] method based on Diffie-Hellman (DH) key agreement
[16] and Shamir’s secret sharing [15, 40]. In SecAgg, each client
generates a shared secret for every other client participating in
a training round. This secret is used in a Pseudo-Random Gener-
ator (PRG) function [7, 25] to create a mask that is added to the
model update, concealing individual updates during transmission
and preserving privacy through a double-masking technique. This
technique, which involves shared masks between clients and gener-
ating a self-mask for each client, ensures that the server only learns
the aggregated result rather than the model weights of individual
clients. SecAgg also handles client dropouts and message delays by
reconstructing the shared mask of a dropped client, and self-mask
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of participating clients. Figure 1 illustrates the SecAgg approach in
comparison to the traditional FL scheme.

SecAgg is effective against active adversaries [29, 38], where ma-
licious clients and the server actively collude to determine masks
added to model updates to infer sensitive information about the par-
ticipating clients’ private data. However, as the network size grows,
SecAgg incurs high computation costs. Each client must perform
cryptographic operations and key generation for every other client
in the network. Moreover, the server’s communication overhead
increases as it needs to reconstruct masks for dropped clients. To ad-
dress these limitations, Google proposed SecAgg+ [5], an improved
version of SecAgg. In SecAgg+, instead of generating shared secrets
with every other client, the server generates a random 𝑘-regular
graph for 𝑘 = 𝑙𝑜𝑔( |𝐶 |) with |𝐶 | clients. The clients then generate
shared masks with their neighbors in the graph. Although SecAgg+
reduces the communication and computation costs compared to
SecAgg, it still causes unnecessary costs in stable networks and is
more suitable for unstable networks with frequent client dropouts.
In both SecAgg and SecAgg+, the server needs to reconstruct the
self-masks of participants. Even when there are no client dropouts
and shared masks cancel out automatically, the server still needs
to remove the self-masks of participants, which adds unnecessary
overhead in stable networks with infrequent client dropouts.

To design an efficient secure aggregation mechanism suitable
for FL systems with stable network conditions, in this paper, we
propose ACCESS-FL, an enhanced secure aggregation protocol
designed based on the key agreement. ACCESS-FL is designed for
honest-but-curious FL scenarios with stable network conditions,
such as fraud detection for financial applications [49], privacy-
preserving systems against money laundry by IBM [3], and AI
applications in healthcare systems [42]. In these applications, the
network exhibits low delay variations and limited client dropouts.
The main contributions of this paper are:
• By generating shared secrets between only two client devices
regardless of the network size, we significantly reduce the com-
munication and computation overhead of ACCESS-FL compared
to state-of-the-art methods in honest-but-curious FL scenarios
with stable network conditions. ACCESS-FL eliminates the need
for each client to perform cryptographic operations and key
generation for every other client in the network.
• We introduce a dynamic client pairing mechanism based on a
deterministic function and a secret seed, ensuring that the pairing
is unknown to the server to enhance data privacy. (Figure 2).
• We simplify the secure aggregation process in ACCESS-FL by
eliminating the double-masking technique and the associated
cryptographic computations while maintaining the same level
of communication as in traditional federated learning for the
server, with additional communication only in the case of client
dropouts.
Our experiments on the MNIST dataset [31], Fashion-MNIST

[14] and CIFAR10 [13] demonstrate that ACCESS-FL significantly
reduces communication and computational costs for both clients
and the server while maintaining the same level of security against
model inversion attacks as SecAgg and SecAgg+ in honest-but-
curious FL scenarios with stable network conditions and the lim-
ited number of client dropout. The implementation and the source
code for ACCESS-FL are publicly available on [45]. The rest of this

Figure 2: SecAgg (left) versus ACCESS-FL (right) in finding
pairs and creating shared secrets.

paper is organized as follows. Section 2 reviews related work on
secure aggregation in FL. Section 3 explains the security concepts
used in ACCESS-FL. Section 4 describes the ACCESS-FL protocol in
detail. Section 5 presents the theoretical analysis of the correctness
and security of ACCESS-FL. Section 6 reports the experimental
evaluation of ACCESS-FL in comparison to SecAgg and SecAgg+.
Section 8 discusses the limitations of ACCESS-FL and future sug-
gestions. Finally, Section 9 concludes the paper and summarizes
our contributions.

2 PRELIMINARY STUDY: SECAGG AND
SECAGG+

In this section, we provide an overview of Google’s Secure Aggre-
gation (SecAgg) protocol and its improved variant, SecAgg+. We
explain the process of message passing and discuss its challenges in
the context of hones-but-curious FL scenarios with stable network
conditions, where client dropouts are limited and delay variations
are low. Table 1 summarizes the main notations used throughout
this paper.

2.1 Message Passing in SecAgg
The section explains the SecAgg protocol as follows:
(1) Broadcasting the global model: The server broadcasts the
initial global model to clients.
(2)Key pair generation: Each client 𝑖 generates two private-public
key pairs as (𝑆𝐾1

𝑖
, 𝑃𝐾1

𝑖
) and (𝑆𝐾2

𝑖
, 𝑃𝐾2

𝑖
). Then, it sends its public

keys to the server.
(3) Broadcasting public keys: The server broadcasts public keys
to all clients.
(4) Client-side preparation: Each client 𝑖 ∈ 𝐶 generates a random
element 𝑏𝑖 , then divides 𝑏𝑖 and 𝑆𝐾1

𝑖
into |𝐶 | parts and assigns each

part to a client pair 𝑗 ∈ 𝐶 (𝑏𝑖, 𝑗 , 𝑆𝐾1
𝑖, 𝑗
). Then, Client 𝑖 encrypts a

message (𝑖 | | 𝑗 | |𝑏𝑖, 𝑗 | |𝑆𝐾1
𝑖, 𝑗
) for each pair 𝑗 (by using a key generated

from 𝑆𝐾2
𝑖
and 𝑃𝐾2

𝑗
) to create a cipher text 𝑒𝑖, 𝑗 . Finally, the client

sends all generated 𝑒𝑖, 𝑗 to the server.
(5) Distribution of cipher texts: The server collects these cipher
texts and puts participating clients in the 𝐶1 set. Here, we assume
that |𝐶1 | = |𝐶 |, hence the server sends ( |𝐶 | − 1) encrypted values
to every client.
(6) Masked model generation: Each client 𝑖 creates ( |𝐶 | − 1)
shared secrets with every other client 𝑗 by using 𝑆𝐾1

𝑖
and 𝑃𝐾1

𝑗
.

Then, client 𝑖 expands these created shared secrets and its random
element 𝑏𝑖 by the pseudo-random generator function 𝑃𝑅𝐺 to create

2
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Table 1: Declaration of main notations

Notations Definition
𝑛 Round number of FL
𝐶 The list of participating clients in an FL round
|𝐶 | Number of clients in the FL system
𝑝𝑎𝑟𝑎𝑚 Public parameters for key pair generation
𝑆𝐾𝑖 Private key of client 𝑖
𝑃𝐾𝑖 Public key of client 𝑖
𝑃𝐾𝑎𝑙𝑙 List of public keys
𝑃𝑅𝐺 Pseudo Random Generator function
𝑠𝑖, 𝑗 Shared secret generated by 𝑆𝐾𝑖 and 𝑃𝐾 𝑗
𝑓 𝑝𝑖 First pair of client 𝑖 for generating shared secret
𝑠𝑝𝑖 Second pair of client 𝑖 for generating shared secret
𝑚𝑖, 𝑗 Shared mask between client 𝑖 and client 𝑗
𝑤𝑖 Trained model of client 𝑖
𝑤𝑚𝑎𝑠𝑘𝑒𝑑
𝑖

Masked model of client 𝑖
𝑊𝑚𝑎𝑠𝑘𝑒𝑑
𝑎𝑔𝑔𝑟𝑒𝑔𝑎𝑡𝑒𝑑

Aggregation of all masked models
𝐺 Global model

a self-mask 𝑚𝑖 and shared masks 𝑚𝑖, 𝑗 ∀𝑗 ∈ 𝐶1. By using these
masks, client 𝑖 computes the masked model𝑤𝑚𝑎𝑠𝑘

𝑖
from its trained

model𝑤𝑖 , which is sent to the server.
(7) Participants awareness: The server creates a set 𝐶2 from
clients that sent their masked models. Then, the server sends the
set 𝐶2 to all the clients 𝑗 ∈ 𝐶2. Then, each client 𝑖 identifies the
participants and decrypts the received encrypted values 𝑒 𝑗,𝑖 by
using a key generated from 𝑆𝐾2

𝑖
and 𝑃𝐾2

𝑗
. Thus, client 𝑖 obtains

𝑏 𝑗,𝑖 ∀𝑗 ∈ 𝐶2 for participants and𝑚 𝑗,𝑖 ∀𝑗 ∈ 𝐶1 \𝐶2 for dropped-out
clients, and sends them to the server.
(8) Global model aggregation: The server gathers ( |𝐶 | − 1) por-
tions of random elements of participants and dropped-out clients,
then expands each reconstructed value by 𝑃𝑅𝐺 to generate self-
mask𝑚 𝑗 ∀𝑗 ∈ 𝐶2 and shared masks𝑚 𝑗,𝑖 ∀𝑗 ∈ 𝐶1 \𝐶2. Finally, it
aggregates the global model by∑︁

𝑖∈{𝐶2 }
𝑤𝑚𝑎𝑠𝑘𝑒𝑑𝑖 −

∑︁
𝑖∈{𝐶2 }

𝑚𝑖 +
∑︁

𝑖∈𝐶2, 𝑗∈{𝐶1\𝐶2 }
𝑚 𝑗,𝑖 .

Based on [8], in SecAgg, the communication cost for a client and
the server are 𝑂 ( |𝐶 |) and 𝑂 ( |𝐶 |2), respectively, where |𝐶 | is the
number of participating clients.

2.2 Challenges of SecAgg in Stable FL
Handing Client Dropout or Delayed Messages: In a practical
FL scenario, issues such as the unstable Internet connection can in-
terrupt the process of creating the global model. In SecAgg, Google
uses a double-masking technique to ensure that each client’s model
updates remain secure against model inversion attacks, even in
cases of user dropout or delayed updates. However, this involves
several cryptographic operations, including two key pairs gen-
eration (public and private keys for creating shared secrets and
secure communication), creating shared and self secrets, utilizing
Shamir’s secret sharing (a method for dividing a secret into parts),
conducting encryption and decryption operations, and calling a
pseudo-random generator function for generating the masks. All
mentioned steps can significantly increase the computational and

communication costs, even in stable networks with low dropout
rates. For example, in a healthcare FL system, where patient data is
being used for training, an unstable connection can cause delays.
While the double-masking technique ensures privacy, it signifi-
cantly increases computational and communication overhead, and
each client must compute extensive cryptographic operations.
High computation cost: In SecAgg, each of the |𝐶 | clients gen-
erates |𝐶 | − 1 shared secrets regarding every other client devices
and creates a unique random element for itself. These values are
then expanded using a pseudo-random generator function to create
shared and individual masks. This process significantly increases
the computational complexity of the client device to𝑂 ( |𝐶 |2) which
becomes particularly challenging in large FL systems such as Google
Gboard with one billion clients. The server also has substantial com-
putation overhead in SegAgg, as it must reconstruct shared masks
for dropped-out clients and regenerate self-masks for participating
clients (those who have sent their masked updates). These tasks
elevate the server’s computational cost to 𝑂 ( |𝐶 |2).
High communication cost: The communication cost for each
client in SecAgg is 𝑂 ( |𝐶 |) due to sending two public keys and en-
crypted shares of both the private key and the random element,
along with their masked model updates. The server has a higher
communication cost, as it is responsible for distributing encrypted
values to clients and broadcasting public aggregated model updates.
This leads to a quadratic increase in communication cost (𝑂 ( |𝐶 |2))
for the server. In large-scale FL scenarios, such as smart city ap-
plications with thousands of participating devices, the server’s
communication load becomes a significant bottleneck.

2.3 SecAgg+
SecAgg+ [5] is an improvement over SecAgg designed to reduce
the computational and communication costs associated with se-
cure aggregation. Instead of generating shared secrets regarding
every client, the server generates a random 𝑘-regular graph for
𝑘 = (log |𝐶 |), where |𝐶 | is the number of clients. Clients only gener-
ate shared masks with their neighbors in this graph. While SecAgg+
reduces the costs compared to SecAgg, for a much larger number
of clients (e.g., billions), it still leads to unnecessary overhead in
stable networks with low rates of client dropouts.

2.4 Advantages of ACCESS-FL
While SecAgg and SecAgg+ provide secure aggregation mecha-
nisms for FL, they face challenges in terms of high computation
and communication costs in honest-but-curious FL scenarios with
stable network environments. Our proposed ACCESS-FL protocol
aims to address these limitations by 1) reducing the number of
shared masks to only two masks per client regardless of the
network’s size, 2) eliminating the need for executing cryp-
tographic operations with high computational cost such as
encryption, decryption, or Shamir’s secret sharing on client de-
vices, 3) eliminating the need for sharing any values other
than one public key and the masked model on client devices
(which leads to a substantial decrease in the number of messages
transmitted through the network), and 4) reducing the server’s
computational cost by removing the need for handling mask
cancellation.3
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3 SECURITY PRIMITIVES
This section introduces the fundamental cryptography used in
ACCESS-FL, including the pseudo-random generator function and
the key agreement protocol:
The Pseudo-Random Generator function (PRG) [7, 25] is a
deterministic function that produces a sequence of outputs that
appear random from a given seed input. PRGs are crucial in secure
aggregation, as they allow for the generation of masks that hide the
individual model updates. In ACCESS-FL, we implement the PRG
using Advanced Encryption Standards (AES) [12, 44] in counter
mode (CTR [33]). AES-CTR combines a counter value with a nonce
to produce unique inputs for the AES encryption function, resulting
in a stream of pseudo-random bits. The counter is incremented for
each encryption operation and ensures that the same seed always
produces the same pseudo-random sequence. This property allows
the PRG to securely expand shared secrets into masks that are
compatible with the dimensions of model updates.
Key Agreement Protocols [6], such as Diffie-Hellman (DH) [17]
and Elliptic Curve Diffie-Hellman (ECDH) [23], enables two parties
to securely establish a shared secret [2] through following steps:(I)
Generating public parameters: A trusted third party generates
the public parameters using a function param_gen(𝑘𝑒𝑦_𝑠𝑖𝑧𝑒) →
𝑝𝑎𝑟𝑎𝑚. These parameters include a large prime number 𝑝 and a
generator 𝑔 modulo 𝑝 . Public parameters are shared between both
parties and serve as the foundation for the key agreement proto-
col. (II) Generating key pairs: Using the public parameters, each
party generates a key pair consisting of a private key 𝑆𝐾 (randomly
chosen from [1, 𝑝 − 1]) and a corresponding public key 𝑃𝐾 ≡ 𝑔𝑆𝐾
(mod 𝑝) through a function key_gen(𝑝𝑎𝑟𝑎𝑚) → 𝑘𝑒𝑦_𝑝𝑎𝑖𝑟 . De-
spite using the same public parameters, the key pairs generated
by both parties are unique to each individual. The private key is
kept confidential by its owner, while the public key is shared with
the other party. In secure aggregation, the server broadcasts each
client’s public key to every other client. (III) Creating Shared
Secret: Each party computes the shared secret using its own pri-
vate key and the other party’s public key. Due to the mathematical
properties of the key agreement protocol, both parties arrive at the
same shared secret value, which can be used as input for the PRG
to generate shared masks. Client 𝑖 computes the shared secret 𝑠𝑖, 𝑗
as

𝑠𝑖, 𝑗 = 𝑃𝐾
𝑆𝐾𝑖

𝑗
= (𝑔𝑆𝐾𝑗 )𝑆𝐾𝑖 = 𝑔𝑆𝐾𝑖𝑆𝐾𝑗 (mod 𝑝), (1)

which is equal to the shared secret 𝑠 𝑗,𝑖 computed by the client 𝑗 as

𝑠 𝑗,𝑖 ≡ 𝑃𝐾
𝑆𝐾𝑗

𝑖
≡ (𝑔𝑆𝐾𝑖 )𝑆𝐾𝑗 ≡ 𝑔𝑆𝐾𝑖𝑆𝐾𝑗 (mod 𝑝). (2)

Hence, clients 𝑖 and 𝑗 compute the same shared secret, which
is key_agree(𝑆𝐾_𝑐𝑢𝑟𝑟𝑒𝑛𝑡_𝑐𝑙𝑖𝑒𝑛𝑡, 𝑃𝐾_𝑝𝑒𝑒𝑟 ) → 𝑠ℎ𝑎𝑟𝑒𝑑_𝑠𝑒𝑐𝑟𝑒𝑡 . In
both SecAgg and ACCESS-FL, a key agreement protocol is used to
generate shared secrets that serve as inputs for the PRG function.
In SecAgg, Google also applies DH to encrypt fragments resulting
from Shamir’s secret sharing, a step that is not present in our proto-
col. By employing PRGs and key agreement protocols, ACCESS-FL
ensures that the individual model updates of clients remain hidden
during the aggregation process to protect the privacy of the clients
participate in training.

Algorithm 1: Client-side algorithm in ACCESS-FL to gen-
erate a key pair (in the first training round).
1 Wait for the server to send the initial 𝐺 ;
2 Wait for a trusted third party to send public parameters;
3 # Client 𝑖 generates a key pair with public parameters
4 (𝑆𝐾𝑖 , 𝑃𝐾𝑖 ) ← key_gen(param);
5 Store 𝑆𝐾𝑖 securely;
6 Send 𝑃𝐾𝑖 to the server;
7 Wait to receive 𝑃𝐾𝑎𝑙𝑙 from the server;

4 ACCESS-FL PROTOCOL
In this section, we introduce ACCESS-FL, our proposed communi-
cation and computation-efficient secure aggregation protocol for
generating masked models during the FL process. ACCESS-FL is
designed for stable networks with limited client dropouts and low
delay variations in honest-but-curious scenarios. The main stages
of ACCESS-FL are: 1) initialization, 2) pairs selection, 3) generating
shared masks, 4) local training and mask application, and 5) updat-
ing the global model. In the following, we explain details of each
stage.
1) Initialization: First, the server broadcasts the initial global
model to all clients. Each client receives common public parameters
from a trusted third party; these public parameters are generated
through the key agreement algorithm with a specified key size.
Then, each client generates a unique public-private key pair using
these public parameters through the DH key generation function
and sends the public key to the server. The server then broadcasts
the list of public keys to all clients. In ACCESS-FL, each client
generates only one key pair once through all FL rounds (al-
gorithm 1). However, in SecAgg, each client needs to create two
key pairs in every FL training round. This is because, in SecAgg,
the server reconstructs the self-mask of participants and the shared
masks of dropped-out and delayed clients. If a client is delayed,
the server in the current round computes its shared masks, and
in the next round, if the client remains a participant, the server
reconstructs its self-mask. If the key pairs used to generate the
shared masks of this client do not change in the next round, the
server can possess both the shared masks and self-mask of this
client, allowing it to calculate the client’s trained model. However,
in ACCESS-FL, the server is not responsible for removing masks
from the aggregated function. Thus, the server cannot recompute
the shared masks of the clients, and there is no need to generate new
key pairs in every round. Consequently, the server broadcasts
the public keys once in ACCESS-FL for all FL rounds. In con-
trast, in SecAgg, the server needs to broadcast the newly generated
public keys in every round. Therefore, computation and communi-
cation costs associated with key pair generation and distribution
are significantly reduced in ACCESS-FL.
2) Pairs Selection:Upon receiving the public keys, each client iden-
tifies two peers to create shared secrets with them. These shared
secrets are constructed using the peer’s public key and the client’s
own private key. In ACCESS-FL, clients are sorted into a participat-
ing list. Hence, each client has a position as an index in this list. To
determine the pair’s position, each client uses a deterministic

4
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Algorithm 2: Client-side algorithm in ACCESS-FL to find
two pairs (during all training rounds).
1 # Client 𝑖 calculates the distance value to find its pairs
2 𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒𝑛

𝑖
= RandInt(set𝑛

𝑖
);

3 𝑠𝑒𝑡𝑛
𝑖
= {𝑑 | ∀𝑑 ∈ [1, ⌊ |𝐶 |−12 ⌋], 𝑑 ≠ distance𝑛−1𝑖 };

4 # Client 𝑖 finds its pairs from the sorted participant list
5 𝑓 𝑝𝑖 ← (𝑖 + 𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒𝑛𝑖 ) mod |𝐶 |; # First pair’s index
6 𝑠𝑝𝑖 ← (𝑖 − 𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒𝑛𝑖 + |𝐶 |) mod |𝐶 |; # Second pair’s index

function provided by a trusted third party. This function gen-
erates a random integer within the range [1, ⌊ |𝐶 |−12 ⌋)] based
on the training round number (a variable which is known by all
clients), ensuring that the distance varies each round. All clients run
this distance generator function and calculate the same distance
value, ensuring consistency across the network. The distance value
ensures that clients have unique pairs each round. To prevent iden-
tical pairs in different rounds, the distance generated in each round
is a random value within the given domain, excluding the distances
used in previous rounds. Once calculated, this position is added to
and subtracted from the client’s own index in the sorted participant
list to identify the two corresponding pair clients for the creation of
shared secrets. As an example, for client 𝑖, two pair indexes are
calculated as ((𝑖 + 𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒) mod |𝐶 |) and ((𝑖 − 𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒 + |𝐶 |)
mod |𝐶 |), where |𝐶 | is the number of clients in the participat-
ing list. This dynamic pair selection process ensures that clients
have different pairing partners in each round, enhancing the pri-
vacy and security of the protocol. Algorithm 2 shows the process
of finding pairs in ACCESS-FL for client 𝑖 .
3) Shared Masks Generation: After finding pairs, each client uses
the private key and the public keys of its peers to generate a shared
secret based on the key agreement algorithm. The shared secret,
unique to each pair, is then used as the seed for the PRG function to
generate shared masks. Based on each client’s index in the partici-
pant list, the one with a smaller index gets the -1 coefficient added
to its shared masks. Since we use the key agreement algorithm,
the shared secret generated by the private key of client 𝑖 and the
public key of client 𝑗 equals the shared secret generated by client
𝑗 ’s private key and client 𝑖’s public key. These shared secrets are
then input into the PRG function, which produces identical outputs
given the same input. Thus, 𝑠ℎ𝑎𝑟𝑒𝑑_𝑚𝑎𝑠𝑘𝑖, 𝑗 = 𝑠ℎ𝑎𝑟𝑒𝑑_𝑚𝑎𝑠𝑘 𝑗,𝑖 . By
using a coefficient of -1 for the client with the smaller index,
we ensure that 𝑠ℎ𝑎𝑟𝑒𝑑_𝑚𝑎𝑠𝑘𝑖, 𝑗 and 𝑠ℎ𝑎𝑟𝑒𝑑_𝑚𝑎𝑠𝑘 𝑗,𝑖 cancel out
each other in the aggregation process. This approach simpli-
fies the masking process and reduces the computational burden on
clients compared to SecAgg’s double-masking technique.
4) Local Training and Mask Application: Each client trains the
global model by using its local dataset. ACCESS-FL is designed
to be independent of the model and data distribution types,
making it versatile for various applications. After training the
model locally, each client applies the masking vectors to its model
updates to generate its masked model. The masked model is then
sent to the server, ensuring that the server does not have access
to the plain-trained model of each client (algorithm 3). This step

Algorithm 3: Client-side algorithm in ACCESS-FL to gen-
erate its masked model (during all training rounds).
1 # Client 𝑖 generates shared secret with its two pairs.
2 𝑠𝑖,𝑓 𝑝𝑖 ← key_agree(𝑆𝐾𝑖 , 𝑃𝐾𝑓 𝑝𝑖 );
3 𝑠𝑖,𝑠𝑝𝑖 ← key_agree(𝑆𝐾𝑖 , 𝑃𝐾𝑠𝑝𝑖 );
4 # Client 𝑖 creates its shared masks through PRG function.
5 𝑚𝑖,𝑓 𝑝𝑖 ← PRG(𝑠𝑖,𝑓 𝑝𝑖 );
6 𝑚𝑖,𝑠𝑝𝑖 ← PRG(𝑠𝑖,𝑠𝑝𝑖 );
7 # Determine signs based on indices
8 𝑠𝑖𝑔𝑛𝑓 𝑝 ← if 𝑓 𝑝𝑖 < 𝑖 then − 1 else 1;
9 𝑠𝑖𝑔𝑛𝑠𝑝 ← if 𝑠𝑝𝑖 < 𝑖 then − 1 else 1;

10 # Client 𝑖 calculates its masked model.
11 𝑤𝑚𝑎𝑠𝑘𝑒𝑑

𝑖
← 𝑤𝑖 + 𝑠𝑖𝑔𝑛𝑓 𝑝 ×𝑚𝑖,𝑓 𝑝𝑖 + 𝑠𝑖𝑔𝑛𝑠𝑝 ×𝑚𝑖,𝑠𝑝𝑖 ;

12 Send𝑤𝑚𝑎𝑠𝑘𝑒𝑑
𝑖

to the server;
13 Wait to receive the new 𝐺 from the server;

ensures the privacy of individual clients’ models while allowing
the server to aggregate the masked models into a global model.
5) Global Model Update: In this phase, the server waits to receive
the masked models from all clients within a specific time frame.
If the server gets the masked models from all clients within this
period, it aggregates them to generate the new global model. Al-
gorithm 4 shows the process of ACCESS-FL running at the server.
However, if a client drops out or the server receives a masked model
after the specified time, the server broadcasts the sorted list of par-
ticipating clients that have sent their masked models and waits
for the new masked model from these participating clients. In this
scenario, all clients recalculate the distance to find new pairs
and send their new masked models (algorithm 5). This step
is mandatory to remove the shared masks associated with
the dropout client, preventing any deviation in the aggregation
result. The goal is to ensure that the aggregation output is equiva-
lent to traditional FL aggregation output. ACCESS-FL is designed
for stable FL environments with limited client dropouts and low
delay variations, providing the server does not get stuck in the same
training round waiting for new masked models. Figure 3 shows an
example where a client dropout occurs among 8 clients, and the
participants need to find new pairs to generate new shared masks.
By handling client dropouts and delayed updates, ACCESS-FL main-
tains the integrity of the aggregation process while minimizing the
computational overhead. Through the stages mentioned above,
ACCESS-FL facilitates the privacy-preserving aggregation that al-
lows multiple clients to contribute to an aggregated result without
exposing their individual trained models while maintaining low
communication and computation costs. The diagram in Figure 4 ab-
stracts the mechanisms of SecAgg compared to ACCESS-FL for one
round of FL. This figure visualizes the process of generating masked
models among four clients participating in a federated learning sys-
tem. On the left side, representing SecAgg, we observe multiple
clients (indicated by lightning bolt icons of different colors), each
contributing to the FL process. These clients generate a masked
model by combining three elements: their individual trained mod-
els’ weights (shown by grid icons), shared masks created between
themselves and every other client (illustrated by differently colored
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Figure 3: Finding new pairs in the presence of a client drop-out.

Figure 4: Comparison between SecAgg and ACCESS-FL.

geometric shapes), and their own self-masks (shown as noise). As
shown in the figure, as the number of clients increases, the number
of shared masks each client needs to generate increases, leading
to high communication and computation costs. Combining these
elements results in a double-layered masking technique to conceal
the trained models. Each client’s masked model is then sent to a
centralized server for aggregation. The server outputs an aggre-
gated model (blue grid icon), which incorporates the knowledge
learned from all participating clients without revealing any individ-
ual client’s trained model and data. On the right side, ACCESS-FL
is demonstrated. Each client still produces a trained model (grid
icons) in this figure, but the masking process is simplified. Instead
of creating a shared mask with every other client, each client only
generates shared masks with two different clients (represented by
the connection between the same colored geometric shapes and
grid icons). As illustrated in the figure, the number of generated
masks per client is independent of the network size; regardless of
the number of clients, each client only needs to create shared masks
with two other clients rather than all participants, which results in
reduced message volume compared to SecAgg. These shared masks
are added to the trained model to create a masked model, which is
then sent to the server. The server aggregates these masked models
into a new global model (blue grid icon). This diagram shows the
contrast in complexity and message volume between the two proto-
cols. SecAgg requires a more significant number of messages to be

exchanged, as every client generates shared masks with every other
client. ACCESS-FL, however, reduces the communication overhead
by limiting the creation of shared masks with two clients, thereby
reducing message volume and potentially increasing the overall
efficiency of the FL process. The simplified masking process and
reduced message volume in ACCESS-FL highlight its advantages
over SecAgg in terms of communication and computation efficiency.

4.1 Message Passing in ACCESS-FL
This section analyzes the total number of messages exchanged be-
tween the server and𝐶 number of clients over 𝑛 training FL rounds
in ACCESS-FL. The process of messages passing in ACCESS-FL
is categorized into three main phases as follows: Phase 𝐼 (Initial-
ization): The server broadcasts the initial model to all clients. Si-
multaneously, all clients receive common public parameters from
a trusted third party. Then, each client generates a unique public-
private key pair from public parameters and sends its public key to
the server. Upon collecting all public keys, the server broadcasts a
set of all public keys. Phase 𝐼 𝐼 (Shared mask generation at train-
ing round 1): Upon receiving public keys, each client calculates the
index of two other clients in the participating list to create shared se-
crets using their public keys. Client 𝑖 calculates the index of its pairs
as 𝑓 𝑝𝑖 = [(𝑖 + 𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒) mod |𝐶 |] and 𝑠𝑝𝑖 = [(𝑖 − 𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒 + |𝐶 |)
mod |𝐶 |]. Here, 𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒 is a random integer within the range of
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Algorithm 4: Server-side algorithm in ACCESS-FL.
1 # First training round
2 Broadcast initial 𝐺 ;
3 Wait for all clients to send their public keys (Algorithm 1);
4 for ∀𝑖 ∈ 𝐶 do
5 𝑃𝐾𝑎𝑙𝑙 ∪ [𝑃𝐾𝑖 ]; # List of public keys
6 end
7 Broadcast list of 𝑃𝐾𝑎𝑙𝑙 ;
8 # Second training round onwards
9 Wait for clients to send their masked models (Algorithm 3);

10 if number of masked models < |𝐶 | then
11 # Server updates 𝐶 with participants
12 𝐶 ← list of participants who sent masked models;
13 # Server sends updated 𝐶 to all clients
14 for ∀𝑖 ∈ 𝐶 do
15 Send updated 𝐶 to client 𝑖;
16 end
17 Wait for clients to send their masked models (Algorithm

3);
18 end
19 # Server aggregates masked models
20 𝑊𝑚𝑎𝑠𝑘𝑒𝑑

𝑎𝑔𝑔𝑟𝑒𝑔𝑎𝑡𝑒𝑑
← 0;

21 𝑊𝑚𝑎𝑠𝑘𝑒𝑑
𝑎𝑔𝑔𝑟𝑒𝑔𝑎𝑡𝑒𝑑

← ∑
𝑖∈𝐶 𝑤

𝑚𝑎𝑠𝑘𝑒𝑑
𝑖

; # Sum of masked models

22 𝐺 ←𝑊𝑚𝑎𝑠𝑘𝑒𝑑
𝑎𝑔𝑔𝑟𝑒𝑔𝑎𝑡𝑒𝑑

;
23 Broadcast new 𝐺 ;

[1,
⌊
|𝐶 |−1
2

⌋
] (where |𝐶 | ≥ 6). We limit the upper domain to |𝐶 |−12

to make sure that the pairs are different; more than |𝐶 |−12 makes
the chosen pair equal to the previously found pairs. After find-
ing the pairs, the client generates shared secrets, which are used
in a pseudo-random number generator that creates two shared
masks (denoted as 𝑚𝑖,𝑓 𝑝𝑖 and 𝑚𝑖,𝑠𝑝𝑖 ). Phase 𝐼 𝐼 𝐼 (from training
round 2): Each client 𝑖 performs model training and then computes
the masked model as 𝑤𝑚𝑎𝑠𝑘𝑒𝑑

𝑖
= 𝑤𝑖 +𝑚𝑖,𝑓 𝑝𝑖 +𝑚𝑖,𝑠𝑝𝑖 , where 𝑤 is

the trained model. The computed 𝑤𝑚𝑎𝑠𝑘𝑒𝑑
𝑖

is sent to the server.
Then, the server generates the new global model by aggregating
all masked models. The masks cancel out each other due to the

Algorithm 5: Client-side algorithm in ACCESS-FL for han-
dling client dropout or delayed updates.
1 # Client 𝑖 calculates the 𝑛𝑒𝑤_𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒𝑛

𝑖

2 𝑛𝑒𝑤_𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒𝑛
𝑖
= RandInt(set𝑛

𝑖
);

3 𝑠𝑒𝑡𝑛
𝑖
= {𝑑 | ∀𝑑 ∈ [1, ⌊(|𝐶 | − 1)/2⌋], 𝑑 ≠ 𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒𝑛−1

𝑖
&

𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒𝑛
𝑖
};

4 𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒𝑛
𝑖
← 𝑛𝑒𝑤_𝑑𝑖𝑠𝑡𝑎𝑛𝑐𝑒𝑛

𝑖
;

5 Find new pairs with new distance by Algorithm 2;
6 Calculate𝑤𝑚𝑎𝑠𝑘𝑒𝑑

𝑖
by Algorithm 3 ;

7 Send𝑤𝑚𝑎𝑠𝑘𝑒𝑑
𝑖

to the server;
8 Wait for the server to send new 𝐺 ;

pairwise generation of shared secrets since𝑚𝑖,𝑓 𝑝𝑖 = −𝑚𝑓 𝑝𝑖 ,𝑠𝑝𝑓 𝑝𝑖
the sum of masked models equals the sum of unmasked trained
models. Finally, the server broadcasts the new global model to all
clients. Considering all communications after 𝑛 FL rounds, the total
number of messages sent from all clients are (𝑛 + 1) × |𝐶 |, and
from the server are 𝑛 + 1 messages. Considering all rounds, the
communication order for each client and the server is 𝑂 (1). This
analysis demonstrates the communication efficiency of ACCESS-FL,
as the number of messages exchanged remains constant regardless
of the network size.

4.2 Explanation of Core Enhancements
In this section, we explain the core enhancement of ACCESS-FL.
Efficient key pair generation: In ACCESS-FL, one key pair is only
required for creating shared secrets, whereas in SecAgg, two key
pairs are necessary (one for shared secrets and one for encryption).
Additionally, in ACCESS-FL, the key pair is generated once in the
initial round. In contrast, in SecAgg, due to the reconstruction of
self-masks for participants and the shared masks of dropout clients
by the server, each client needs to generate a key pair in every
round of FL. In SecAgg, if a client is delayed in sending its masked
model, the server assumes it has dropped out. Consequently, every
other client sends the portions of the delayed client’s private key
to the server, allowing the server to reconstruct the shared masks
for this delayed client. If the delayed client’s model is received in
the following FL round, and the client continues to participate, the
server receives portions of the client’s random element and can cal-
culate the self-mask. If the key pairs remain unchanged, the shared
masks for this client also remain unchanged. After two rounds, the
server can compute the client’s trained model by subtracting the
self-mask and shared masks from the masked model. Therefore, for
security reasons, clients in SecAgg are required to generate new key
pairs every round. However, in ACCESS-FL, clients do not share any
information except for the masked model. This means the server
cannot reconstruct the client’s trained models due to the lack of
private keys. Generating a key pair only once eliminates the need
for clients to send their public keys to the server and for the server
to broadcast these keys. This results in reduced communication and
computation costs for both the server and clients. The efficient key
pair generation in ACCESS-FL significantly reduces the computa-
tional burden on clients and the communication overhead between
clients and the server.
Simplified masking techniques: ACCESS has refined the mask-
ing process to make it more communication and computation ef-
ficient. These enhancements include using a more compact repre-
sentation of masks and employing less mathematical computation
that requires fewer data to achieve the same level of privacy in
honest-but-curious scenarios. In contrast to SecAgg, which uses
both shared and self-masks, our enhanced protocol utilizes only
shared masks. In Google’s protocol, a double masking strategy is
necessary because clients share secrets with the server. However,
in our proposed method, applying self-masks is not required since
we do not share any secrets with the server. The shared masks are
generated between pairs of two participant clients. Each pair collab-
orates to create a masking vector with its peer from the pair client.
By eliminating self-masks, our protocol significantly reduces the
computational burden on each client. The focus on shared masks

7



Proceedings on Privacy Enhancing Technologies YYYY(X) N. Nazemi, O. Tavallaie, S. J. Chen, A. M. Mandalario, K. Thilakarathna, R. Holz, H. Haddadi, A. Y. Zomaya

simplifies the entire mask generation process. Since each client
is only responsible for generating and managing masks with two
nodes, the overall complexity of the masking process is reduced.
This masking approach reduces the computational cost and the
amount of data that needs to be transmitted for masking purposes.
The use of shared masks means fewer data packets are required
to achieve the same level of privacy, leading to lower communica-
tion costs. The simplified masking techniques in ACCESS-FL lead
to more efficient computation and communication compared to
SecAgg’s double-masking approach.

5 PROOF OF MAINTAINING AGGREGATION
RESULT EQUAL TO TRADITIONAL FL

This section aims to demonstrate that in ACCESS-FL, the output of
the aggregated model is maintained compared to traditional FL. The
following settings for each client 𝑖 are considered: 1)𝑤𝑖 represents
the trained model of client 𝑖 . 2)𝑚𝑖,𝑓 𝑝𝑖 represents the shared mask
between client 𝑖 and its first paired client denoted by 𝑓 𝑝𝑖 . 3)𝑚𝑖,𝑠𝑝𝑖
represents the shared mask between client 𝑖 and its second paired
client denoted by 𝑠𝑝𝑖 . 4) The equation𝑚𝑖, 𝑗 = −𝑚 𝑗,𝑖 holds for any
pair of clients 𝑖 and 𝑗 where 𝑗 < 𝑖 .
Creating Masked Models: The idea behind the proof is to use
only two shared secrets to mask the individual models before ag-
gregation. Each client 𝑖 creates a masked model𝑤𝑚𝑎𝑠𝑘𝑒𝑑

𝑖
by adding

its trained model𝑤𝑖 with the shared masks𝑚𝑖,𝑓 𝑝𝑖 and𝑚𝑖,𝑠𝑝𝑖 . The
equation𝑚𝑖, 𝑗 = −𝑚 𝑗,𝑖 ensures that the shared masks cancel out
when summed across all clients. This feature keeps the output of
the aggregation function in ACCESS-FL equivalent to the output
of the aggregation function in traditional FL. Each client 𝑖 creates a
masked model𝑤𝑚𝑎𝑠𝑘𝑒𝑑

𝑖
as follows:

𝑤𝑚𝑎𝑠𝑘𝑒𝑑𝑖 = 𝑤𝑖 +𝑚𝑖,𝑓 𝑝𝑖 +𝑚𝑖,𝑠𝑝𝑖 . (3)

AggregatingMaskedModels: The aggregation of all maskedmod-
els across |𝐶 | clients, denoted as𝑊masked, is computed by summing
up the masked models𝑤masked

𝑖
for each client. This aggregate can

be decomposed into three separate sums: the sum of the trained
models𝑤𝑖 , the sum of the shared masks𝑚𝑖,𝑓 𝑝𝑖 , and the sum of the
shared masks𝑚𝑖,𝑠𝑝𝑖 , where 0 ≤ 𝑖 ≤ |𝐶 | − 1. Thus,

𝑊 masked
𝑎𝑔𝑔𝑟𝑒𝑔𝑎𝑡𝑒𝑑

=

|𝐶 |−1∑︁
𝑖=0

𝑤masked
𝑖 =

|𝐶 |−1∑︁
𝑖=0

(
𝑤𝑖 +𝑚𝑖,𝑓 𝑝𝑖 +𝑚𝑖,𝑠𝑝𝑖

)
. (4)

We can decompose this into three separate sums:

𝑊masked
𝑎𝑔𝑔𝑟𝑒𝑔𝑎𝑡𝑒𝑑

=

|𝐶 |−1∑︁
𝑖=0

𝑤𝑖 +
|𝐶 |−1∑︁
𝑖=0

𝑚𝑖,𝑓 𝑝𝑖 +
|𝐶 |−1∑︁
𝑖=0

𝑚𝑖,𝑠𝑝𝑖 . (5)

Cancellation of Shared Masks: Equation𝑚𝑖, 𝑗 = −𝑚 𝑗,𝑖 implies
that the shared mask generated by client 𝑖 with client 𝑗 is equal in
magnitude but opposite in sign to the shared mask generated by
client 𝑗 with client 𝑖 . When these shared masks are summed across
all clients, they cancel each other out. That is,

|𝐶 |−1∑︁
𝑖=0

𝑚𝑖,𝑓 𝑝𝑖 = −
|𝐶 |−1∑︁
𝑗=0

𝑚 𝑗,𝑠𝑝 𝑗 . (6)

Thus, each shared mask𝑚𝑖,𝑓 𝑝𝑖 pairs with𝑚𝑓 𝑝𝑖 ,𝑠𝑝𝑓 𝑝𝑖
such that:

𝑚𝑖,𝑓 𝑝𝑖 +𝑚𝑓 𝑝𝑖 ,𝑠𝑝𝑓 𝑝𝑖
= 0. (7)

Here, 𝑠𝑝 𝑓 𝑝𝑖 is defined as the second pair of the first pair of client 𝑖 .
Hence, summing across all clients:

|𝐶 |−1∑︁
𝑖=0

𝑚𝑖,𝑓 𝑝𝑖 +
|𝐶 |−1∑︁
𝑖=0

𝑚𝑓 𝑝𝑖 ,𝑠𝑝𝑓 𝑝𝑖
= 0. (8)

and similarly, for the second paired client,
|𝐶 |−1∑︁
𝑖=0

𝑚𝑖,𝑠𝑝𝑖 +
|𝐶 |−1∑︁
𝑖=0

𝑚𝑠𝑝𝑖 ,𝑓 𝑝𝑠𝑝𝑖
= 0. (9)

This means for every shared mask𝑚𝑖,𝑠𝑝𝑖 , there exists a correspond-
ing𝑚𝑠𝑝𝑖 ,𝑓 𝑝𝑠𝑝𝑖 that cancels out. The notation 𝑓 𝑝𝑠𝑝𝑖 represents the
first paired client of the second pair of client 𝑖 . Thus, the sum of
shared masks𝑚𝑖,𝑓 𝑝𝑖 and𝑚𝑖,𝑠𝑝𝑖 across all clients becomes zero. This
cancellation property is a key feature of ACCESS-FL, ensuring that
the shared masks do not affect the final aggregated model.
Equivalence to TrainedModels: Therefore, the aggregation of all
masked models𝑤masked

𝑖
is equivalent to the sum of the individual

trained models𝑤𝑖 across all clients:

𝑊masked
𝑎𝑔𝑔𝑟𝑒𝑔𝑎𝑡𝑒𝑑

=

|𝐶 |−1∑︁
𝑖=0

𝑤𝑖 . (10)

The proof presented in this section establishes the correctness of
ACCESS-FL, demonstrating that it achieves the same aggregation
result as traditional FL while preserving the privacy of individual
clients’ models through the use of shared masks.

6 EVALUATION RESULT
To verify the effectiveness of ACCESS-FL, we conduct experiments
using the MNIST, FMNIST, and CIFAR10 datasets. MNIST is the
main dataset in this paper, which contains 60,000 handwritten digit
images used for training and 10,000 images for testing. Each image
is a 28x28 gray-scale digit, and the goal is to classify the images
into one of ten digit classes (0-9). In our experimental setup, we
utilized 100 clients and assigned each client only 1 label to simulate
a practical Non-Independent and Identically Distributed (Non-IID)
scenario; We implement a 2-layer Neural Network (2NN) model
consisting of an input layer for the flattened 28X28 pixel images,
followed by two dense layers with 200 units and ReLU activation,
and a final output layer of 10 units with softmax activation. Each
experiments were conducted with 100 communication rounds with
SGD [9] optimizer in a learning rate of 0.1. To assess the communi-
cation and computation costs of each protocol, we present results
based on the accumulated message size, the number of exchanged
messages, and the running time for both clients and the server in
ACCESS-FL, SecAgg, and SecAgg+.

6.1 Communication Cost of ACCESS-FL, SecAgg
and SecAgg+

Figures 5a, 5b illustrate the accumulated message size sent from
clients to server and sent from the server to clients, respectively, for
protocols ACCESS-FL, SecAgg, and SecAgg+ over 100 rounds. We
observe that the total size of the message for each client in ACCESS-
FL remains at approximately 0.01 MB through the 100 rounds. And
the communication cost for each client does not increase
with the number of participating clients, as each client only
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(b) Server to clients.

Figure 5: Accumulative message size(kB) for MNIST experi-
ments.
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(b) Server to clients.

Figure 6: Accumulated number of messages for MNIST ex-
periments.
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Figure 7: Accumulated running time on server and client(ms)
for MNIST experiments.

generates shared masks with two pairs, regardless of the number of
clients. In contrast, the total message size for each client in SecAgg
and SecAgg+ increases with the number of clients because, in both
algorithms, the number of pairs that each client generates depends
on the network size. In SecAgg, each client pairs with every other
client, and in SecAgg+, each client pairs with its 𝑘 neighbors in
the predefined and randomly generated 𝑘 − 𝑟𝑒𝑔𝑢𝑙𝑎𝑟 graph by the
server where 𝑘 = 𝑙𝑜𝑔( |𝐶 |) for the |𝐶 | number of clients. In SecAgg,
the total message size for each client is around 3.5MB by the 100th
round. SecAgg+ reduces the message size for each client compared
to SecAgg, but it still grows with the network size, reaching around
0.3MB after 100 training rounds. The server’s accumulated message
size in ACCESS-FL is almost 80MB by the 100th round. However,
in SecAgg and SecAgg+, the volume of transmitted messages from
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Figure 8: Learning curve comparison between ACCESS-FL
and FedAvg in MNIST, FMNIST and CIFAR.

the server through the network exceeds about 3000MB and 200MB,
respectively, by the end of the 100 rounds.

The accumulated number of messages exchanged between the
server and clients is demonstrated in Figure 6. The number of
messages sent by each client in ACCESS-FL stays constant at around
100 throughout the 100 rounds and demonstrates the scalability of
ACCESS-FL, as the communication overhead on each client remains
fixed regardless of the number of participating clients. On the other
hand, the number of messages sent by each client in SecAgg for the
network size of 100 clients is around 10,000 messages by the 100th
round. The number of messages sent by each client in SecAgg+
decreases compared to SecAgg, approximately 900 messages by the
100th round. The number of messages sent by the server remains
constant at 2 messages per round, except for the initial round, where
an additional message is sent to broadcast the public keys. However,
in SecAgg and SecAgg+, at each round, the server sends around
100 messages per round that include broadcasting two public keys
per client, sending encrypted values received by every client, and
broadcasting the participants in sending masked model and the new
global model. Although the number of messages sent by the server
is equal in both SecAgg and SecAgg+, the sizes of messages are
considerably different. That is, in SecAgg, the server sends cipher
texts to every client, which includes the encrypted value generated
from every other client. However, in SecAgg+, the size of each
encrypted-value message equals 𝑙𝑜𝑔( |𝐶 |) as each client only pairs
with its 𝑙𝑜𝑔( |𝐶 |) neighbors.

The constant communication cost for each client in ACCESS-FL
is attributed to the protocol’s design, which generates shared se-
crets between only two clients, regardless of the total number of
participants. By limiting the number of pairwise shared secrets,
ACCESS-FL significantly reduces the communication overhead
for each client compared to SecAgg and SecAgg+. In ACCESS-FL,
clients themselves find their pairs and change them in every
round without the server’s knowledge. The only message that
each client sends at each round to the server is a masked model
update (except for the initial round, where each client needs to
generate one key pair and send its public key to the server). Hence,
the number of transmitted messages from clients and the overall
load on the network in ACCESS-FL is comparable to the number of
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messages that each client sends in traditional FL. Thus, ACCESS-
FL improves the privacy of a hones-but-curious stable FL system
with approximately the same load on clients that participated in a
traditional FL. Additionally, the size of the masked model update
remains constant in different network sizes, as the model architec-
ture and the masking scheme do not change based on the number
of participants. Furthermore, the number of messages sent from
the server at each round is only twice compared to the traditional
FL (except for broadcasting the received public keys at the first
round). This message includes the new global model and the list of
participants where the latter does not need any cryptographic oper-
ation. Thus, ACCESS-FL, in large-scale FL stable networks, makes
the overhead on the server approximately equal to the server’s
overhead in traditional FL while prevents the server from applying
a model inversion attack by concealing the trained model from
a hones-but-curious server. In contrast, SecAgg and SecAgg+ re-
quire significantly higher communication costs due to the number
of pairs that each client has and applying double masking along
with the need for encryption to share secrets via server. In SecAgg,
each client needs to generate shared secrets with every other client,
which leads to an increase in the number of messages and message
size for each client. SecAgg+, despite reducing the communica-
tion cost compared to SecAgg by having the clients pairing with
𝑙𝑜𝑔( |𝐶 |) neighbors, still employs a double masking technique, and
the clients are required to generate two key pairs and perform
cryptographic operations to compute encrypted values for their
neighbors. Despite this improvement, the server in SecAgg+ still
knows who is paired with whom, and the communication cost for
each client and the server grows with the number of clients. Fur-
thermore, SecAgg+ requires message exchanges between the server
and clients to handle the unmasking of the global model, even in
stable FL environments with limited client dropouts and low delay
variations. However, in ACCESS-FL, the server is not responsible
for unmasking the aggregated masked models, and the protocol
handles client dropout or incidents of delayed messages by making
the clients find new pairs and resend their masked models. Which
is efficient in large-scale stable FL systems such as healthcare sys-
tems where the privacy of data is crucial, the delay variation in
the network is low, and the clients who participate in FL have reli-
able deployed devices, with a rare client dropout rate. Additionally,
the server in such networks is honest-but-curious; However, it is
required to prevent the server from accessing the critical clinical
data of patients. Applying SecAgg and SecAgg+ for such networks
makes unnecessary overload on the network, clients, and server
only for privacy-preserving.

Figure 7b illustrates the accumulated running time for the server
in ACCESS-FL, SecAgg, and SecAgg+ over the 100 training rounds.
In ACCESS-FL, the server’s running time at each FL round is con-
stant (except for the initial round, where the server broadcasts the
public keys to the network) and approximately reaches accumula-
tively 30 seconds by the end of the 100 rounds. This computation
cost consists of the server aggregating the masked model updates
without being responsible for handling client dropout or delayed
messages, in contrast to SecAgg and SecAgg+, the server is re-
quired to unmask the aggregated model and manage the client
dropout. Upon receiving masked models from all participating
clients, the server aggregates these updates, and generates the new

global model in each round. As the number of clients remains con-
stant (100 in our experiments), the server’s running time per round
also remains relatively constant. On the other hand, the server’s
accumulated running time in SecAgg increases quadratically, ex-
ceeding 445,000 seconds by the 100th round and approximately
2 minutes per round. SecAgg+ reduces the server’s running time
compared to SecAgg, summing up to around 3000 seconds by the
100th round. The high computation costs on the server side in
SecAgg and SecAgg+ are the result of several factors, such as the
need to perform cryptographic operations to reconstruct the shared
masks for dropped-out clients and self-masks for participants (by
using Shamir’s secret sharing to generate the random elements of
participants and private key of dropped-out clients, then running
PRG function on the calculated elements to reconstruct the masks)
that leads to an increased complexity of the aggregation process.
Although SecAgg+ introduces an additional computation cost for
the server to generate the random graph, the overall server cost
is lower than SecAgg because the number of pairs per client is
reduced from |𝐶 | − 1 in SecAgg (where each client is peered with
every other client) to 𝑙𝑜𝑔( |𝐶 |) in SecAgg+.

Figure 7a shows the accumulated running time for clients in
ACCESS-FL, SecAgg, and SecAgg+ over the 100 training rounds. In
ACCESS-FL, the running time for each client remains low and does
not increase with the number of participating clients, staying at
approximately 0.4 seconds throughout the 100 rounds. The constant
computation cost for each client demonstrates that the protocol re-
mains suitable for large-scale stable networks. In ACCESS-FL, each
client runs a deterministic function to find its two pairs, performs
local model training, and applies the masking process to the trained
model (by using the shared secrets generated with only two pairs
and running PRG function on the shared secrets to generate the
shared masks), then it sends the masked model update to the server.
In case of client dropout or delayed message, the server sends the
participants within the same training round, then clients find new
pairs and mask their trained models with the new shared masks.
Thus, ACCESS-FL only applies dropout mitigation techniques or
handles delayed updates in ACCESS-FL only when necessary. In
contrast, the running time for each client in SecAgg is about 10
seconds by the 100th round. SecAgg+ reduces the running time
for each client compared to SecAgg, but it still increases with the
number of clients (approximately 2 seconds by the 100th round. The
computation cost for each client in SecAgg and SecAgg+ is a con-
sequence of their more complex masking processes, which involve
creating two key pairs, generating shared secrets (with every other
client in SecAgg and the 𝑙𝑜𝑔( |𝐶 |) neighbors in SecAgg+), perform-
ing double masking to its trained model, running PRG function on
the random element to generate the self-mask, running |𝐶 | −1 times
of PRG function in SecAgg and 𝑙𝑜𝑔 |𝐶 | in SecAgg+ on shared secrets
to creating shared masks, engaging in cryptographic operations
that include splitting their private key and random element into |𝐶 |
parts in SecAgg and |𝑙𝑜𝑔( |𝐶 |) parts in SecAgg+, then it encrypts
these values with its pair public key and sends these cipher texts to
the server. After the server receives the masked models and sends
the participants list, each client needs to decrypt the cipher texts
of its pairs. Then, it sends the portion of the random element of
its pairs if they are claimed as a participant by the server or the
portion of the private key of its peers if they are recognized as

10



ACCESS-FL Proceedings on Privacy Enhancing Technologies YYYY(X)

the dropped-out clients by the server. Lastly, Figure 8 shows the
comparison of learning curves between ACCESS-FL and FedAvg
on the MNIST, FMNIST, and CIFAR datasets. When ACCESS-FL is
applied, the results between ACCESS-FL and FedAvg on MNIST
and FMNIST are exactly the same, and the accuracy difference on
CIFAR is less than 1% in each training round.
6.2 Client Dropout for ACCESS-FL, SecAgg, and

SecAgg+
In this section, we compare the communication costs of ACCESS-
FL, SecAgg, and SecAgg+ under scenarios with and without client
dropout. We evaluate the number of messages sent from clients and
servers, as well as the size of these messages over 100 rounds on
MNIST dataset. Table 2 presents the comparison of the number of
messages sent from clients. In the ACCESS-FL, the number of mes-
sages sent from clients in the dropout scenario slightly decreases
compared to the stable scenario, with the reduction becoming more
pronounced as the rounds progress. For instance, at the 100th round,
the number of messages drops from 10,100 to 9,640 due to client
dropouts. This is because, in each dropout scenario, the remaining
clients compensate by sending additional portions of the dropout
client’s shares to the server. In contrast, SecAgg shows a significant
increase in the number of messages in dropout scenarios due to the
overhead of handling client dropouts and reconstructing shared
secrets. SecAgg+ also shows an increase, though it is less severe
compared to SecAgg, due to its more efficient handling of client
pairs in a k-regular graph structure. Table 3 illustrates the num-
ber of messages sent from the server. ACCESS-FL demonstrates a
constant and minimal increase in the number of server messages,
as it maintains a steady communication pattern irrespective of
client dropouts. In SecAgg and SecAgg+, the server’s messaging
overhead significantly increases in the presence of dropouts, re-
flecting the additional communication required to manage shared
secret reconstructions and handle the redistribution of keys and
masked values. Table 4 provides the size of messages sent from the
server. ACCESS-FL maintains a smaller message size, around 78.61
MB at the 100th round, even in the dropout scenario. This reveals
the protocol’s efficiency in managing communication overhead to
handle client dropouts. In contrast, SecAgg’s message size reaches
137.45 GB due to the intensive cryptographic operations required to
manage dropouts and double masking. Although SecAgg+ reduces
this overhead, it grows substantially in message sizes and reaches
approximately 8.37 GB by the 100th round. The comparative anal-
ysis of ACCESS-FL with SecAgg and SecAgg+ demonstrates that
ACCESS-FL significantly reduces both the number and size of mes-
sages exchanged between clients and the server. This reduction
is achieved by eliminating unnecessary cryptographic operations
and having shared secrets only between two other peers per client.
ACCESS-FL is particularly effective in stable federated learning
environments with limited client dropout rates and low network
frequencies.

7 RELATEDWORK
Different papers have worked on secure aggregation for FL aimed
at reducing communication and computation costs. Authors in [35]
proposed a non-interactive key establishment protocol that elimi-
nates Shamir’s secret sharing to reduce both communication and
computation overheads. Furthermore, FastSecAgg [27] employs

a multi-secret sharing scheme based on Fast Fourier Transform
(FFT [24]) to achieve significantly lower computation costs while
maintaining similar communication costs as SecAgg. Addressing
communication overhead, the SAFER method [4] compresses the
neural network updates by using the TopBinary Coding and one-bit
quantization to reduce the data sent during training. In a different
approach, SAFELearn [19] presented a flexible secure aggregation
protocol that is adaptable to various security and efficiency de-
mands. SAFELearn can be implemented with the Full HE (FHE) [1],
Multi-Party Computation (MPC), or the Secure Two-Party Computa-
tion (STPC) to protect privacy. The main features of the SAFELearn
system include the need for only two rounds of communication in
each training iteration, the ability to handle client dropouts, and
avoiding reliance on any trusted third party. The work of Wu et al.
[48] critically examined the Verifiable and Oblivious Secure Aggre-
gation (VOSA) protocol and demonstrated vulnerabilities that could
allow forgery attacks by a malicious aggregation server. Comple-
menting this, Mansouri et al. in[36] offered a systematic evaluation
of secure aggregation protocols for FL and categorized them by
cryptographic schemes. They identified challenges such as client
failures, inference attacks, and malicious activities. Further address-
ing security enhancements, Rathee et al. [43] introduced ELSA, a
protocol designed to counter active adversaries with improved effi-
ciency. ELSA reduces communication and computation costs while
maintaining privacy integrity in the presence of malicious actors.
Liu et al. [34] presented a scalable privacy-preserving aggregation
scheme that addresses honest-but-curious and active adversaries
and introduced dropout resilience.

Georgieva et al. in [21] proposed the Falkor protocol for secure
and efficient aggregation by using GPU acceleration and stream
cipher-based masking. This approach scales efficiently across mul-
tiple servers and enhances privacy without compromising com-
putational efficiency. Gupta et al. [22] targeted the specific needs
of urban sensing systems with their Resource Adaptive Turbo-
Aggregate protocol to showcase adaptability to varying network
resources, which is practical in real-world application of FL in
resource-constrained environments. Pejo et al. [41] investigated
the quality inference challenge within FL and proposed scoring
rules to evaluate participants’ data contributions. Their methodol-
ogy enhances model training efficiency and enables the detection
of misbehaving participants, as a critical aspect of collaborative
learning environments. Authors in [26] explored the application of
blockchain in smart farming and proposed a blockchain-based ag-
gregation that improves data management and productivity while
incorporating IoT technologies for a smart agriculture system.

The threat of model poisoning is addressed by Wang et al. [46]
through the Client Selection Secure Collaborative Learning (CSSCL)
algorithm, which utilizes similarity metrics to ensure the integrity
of model aggregations. This method represents a critical defense
mechanism against the potentially harmful impacts of malicious
clients on collaborative learning systems. In the area of edge com-
puting, Wang et al. [47] proposed a Blockchain-based Secure Data
Aggregation strategy (BSDA), which employs a novel security la-
bel system to ensure task integrity and confidentiality to enhance
data aggregation methods in IoT networks. Also, Bouamama et al.
[10] designed EdgeSA for privacy-preserving FL in edge comput-
ing environments. Their use of pairing-based cryptography and
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Round ACCESS-FL (ND) ACCESS-FL (D) SecAgg (ND) SecAgg (D) SecAgg+ (ND) SecAgg+ (D) FedAvg (ND)
10 1100 1099 102000 111702 9000 9594 1000
30 3100 3067 306000 4312520 27000 379764 3000
50 5100 4995 510000 12592570 45000 1109910 5000
70 7100 6883 714000 24951868 63000 2200032 7000
100 10100 9640 1020000 51139440 90000 4510170 10000

Table 2: Total number of messages sent from clients for scenarios with node dropout (D) and without node dropout (ND).

Round ACCESS-FL (ND) ACCESS-FL (D) SecAgg (ND) SecAgg (D) SecAgg+ (ND) SecAgg+ (D) FedAvg (ND)
10 12 13 1030 1228 1030 2218 11
30 32 35 3090 43848 3090 46788 31
50 52 57 5150 127660 5150 132510 51
70 72 79 7210 252664 7210 259384 71
100 102 112 10300 517405 10300 526855 101

Table 3: Total number of messages sent from the server for scenarios with node dropout (D) and without node dropout (ND).

Round ACCESS-FL (ND) ACCESS-FL (D) SecAgg (ND) SecAgg (D) SecAgg+ (ND) SecAgg+ (D) FedAvg (ND)
10 8.58 8.58 274.620 274.639 16.722 16.838 8.56
30 24.143 24.144 823.859 11534.090 50.165 702.659 24.123
50 39.707 39.708 1373.100 33778.320 83.609 2057.346 39.686
70 55.27 55.272 1922.338 67007.340 117.052 4080.900 55.25
100 78.615 78.619 2746.197 137447.400 167.218 8370.354 78.594

Table 4: Total size of messages sent from the server (MB) for scenarios with node dropout (D) and without node dropout (ND).

decentralized key generation addresses privacy concerns and re-
source constraints of edge devices to apply the secure aggregation
approach in edge environments.

Authors in [18] provided formal privacy for FL with existing
secure aggregation protocols. They theoretically quantify the pri-
vacy leakage in FL when using secure aggregation with the FedSGD
[37] protocol. They derive upper bounds on how much information
about each user’s dataset can leak through the aggregated model
update, using Mutual Information (MI) [30] as the quantification
metric. Their theoretical bounds show that when using the FedSGD
aggregation algorithm, the amount of privacy leakage reduces lin-
early with the number of users participating in FL with secure
aggregation. They use an MI Neural Estimator to empirically eval-
uate the privacy leakage under different FL setups on the MNIST
and CIFAR10 datasets. Their experiments show a reduction in pri-
vacy leakage as the number of users and local batch size grow and
an increase in privacy leakage as the number of training rounds
increases. Moreover, they observe similar empirical dependencies
of privacy leakage on FL parameters for the FedAvg and FedProx
[32] protocols.

8 DISCUSSION AND FUTUREWORK
ACCESS-FL is optimized for large-scale, stable FL environments
where node dropout is limited and network delays are low. Practi-
cal implementations of such environments include fraud detection
for financial applications [49], privacy-preserving systems against
money laundry by IBM[3], and AI applications in healthcare sys-
tems [42]. These applications could benefit from reduced commu-
nication and computation overhead, which makes ACCESS-FL a
practical choice for privacy-sensitive domains. Future work could
involve extending ACCESS-FL to handle active adversaries. Ad-
ditionally, the integration of differential privacy techniques with
ACCESS-FL could further enhance the privacy guarantees of the

protocol. However, a limitation of ACCESS-FL is its performance
when node dropout or delayed messages occur frequently, as this
can lead to loop vulnerability where clients are stuck within a
training round while finding new pairs.
9 CONCLUSION
In this paper, we proposed ACCESS-FL, an efficient, secure aggrega-
tion protocol designed for honest-but-curious scenarios in a stable
FL environment with limited client dropout and low network de-
lay variations. ACCESS-FL addresses the high communication and
computation costs associated with Google’s SecAgg protocol and
SecAgg+while maintaining the same level of security against model
inversion attacks. ACCESS-FL generates shared secrets between
only two clients, regardless of the number of clients, which re-
duces the computational complexity to a constant level and makes
the communication cost for each client 𝑂 (1). Our protocol elimi-
nates the need for double-masking, cryptographic computations,
and self-masks by having only shared masks which cancel out
each other during the aggregation process without server interven-
tion. This approach significantly reduces the computational and
communication burden on both clients and servers. ACCESS-FL
handles client dropouts or delayed updates by having participating
clients generate new shared masks with new peers and resend their
masked models, which ensures the server is not required to man-
age the removal of masks from dropped-out clients. We conducted
experiments on the MNIST dataset to evaluate the performance
of ACCESS-FL compared to SecAgg and SecAgg+. The evaluation
results demonstrated that ACCESS-FL significantly reduces com-
munication and computational costs. The accumulated message
size and number of messages exchanged between the server and
clients remained constant in ACCESS-FL, whereas they increased
with the number of clients in SecAgg and SecAgg+. Furthermore,
the running time for the server and clients in ACCESS-FL was
substantially lower than in SecAgg and SecAgg+.
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