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Abstract—We enhance the physical-layer security (PLS) of I. INTRODUCTION
amplify-and-forward relaying networks with the aid of join t relay
and jammer selection (JRJS), despite the deliterious effécof IRELESS communications Systems are partlcularly

channel state information (CSI) feedback delays. Furtherrore, vulnerable to security attacks because of the inher-
we conceive a new outage-based characterization approacbrf y . . .
the JRIS scheme. The traditional best relay selection (TBRS €Nt openness of the transmission medium. Traditionally, th

is also considered as a benchmark. We first derive closed-for information privacy of wireless networks has been focused
expressions of both the connection outage probability (COPand on the higher layers of the protocol stack employing crypto-
of the secrecy outage probability (SOP) for both the TBRS and graphically secure schemes. However, these methods liypica
gg;gs;: higmdeei'ir;';ehdenén%re;fglgggd;(ffccut:grgg?enr?;ﬂgn t?l?mehftf)éct assume a limited computing power for the eavesdroppers and
of the correlation between the COP and SOP introduced by €xhibitinherentvulnerabilities in terms of the inevitalsiecret
the corporate source-relay link. The reliability-security ratio  key distribution as well as management [1]. In recent years,
(RSR) is introduced for characterizing the relationship béween physical-layer security (PLS) has emerged as a promising
f\tlle fe”ab”ti;y and SetCUfrit%fthtffJUgh the afhymptﬁtictanﬂyésd technique of improving the confidentiality wireless commu-
oreover, e concept ot ellective secrecy throughput 1S GMEd  pjcations, which exploits the time varying properties afifay
as the product of the secrecy rate and of the RSCP for the . . .
sake ofpcharacterizing the ov)érall efficiency of the systemas channels, instead of relying on conventional cryptosystem
determined by the transmit SNR, secrecy codeword rate and The pivotal idea of PLS solutions is to exploit the dynaniical
the power sharing ratio between the relay and jammer. The fluctuating random nature of radio channels for maximizing

impact of the direct source-eavesdropper link and additioml  the uncertainty concerning the source messages at the-eaves
performance comparisons with respect to other related setgion dropper [2], [3]

schemes are further included. Our numerical results show tht - _

the JRJS scheme outperforms the TBRS method both in terms of 10 achieve this target, several PLS-enhancement appreache
the RSCP as well as in terms of its effective secrecy throughp, have been proposed in the literature, including secrecy-
but it is more sensitive to the feedback delays. Increasinghe enhancing channel coding [4], secure on-off transmission
transmit SNR will not always improve the overall throughput. designs [5], secrecy-improving beamforming/precoding an

Moreover, the RSR results demonstrate that upon reducing tk tificial ; AN) aided techni Vi ltiol
CSI feedback delays, the reliability improves more substatially artificial noise (AN) aided techniques relying on multiple-

than the security degrades, implying an overall improvemenin ~ antennas [6], as well as secure relay-assisted transmissib-
terms of the security-reliability tradeoff. Additionally , the secrecy niques [7]. Specifically, apart from improving the reliatyil
throughput loss due to the second hop feedback delay is more and coverage of wireless transmissions, user cooperaton a
pronounced than that of the first hop. has a great potential in terms of enhancing the wirelessisgcu
Index Terms—Physical layer security; relay and jammer se- against eavesdropping attacks. There has been a growing in-
lection; feedback delay; reliability and security; effecive secrecy terest in improving the security of cooperative networkthat
throughput physical layer [8-14]. To explore the spatial diversity gutial
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eavesdropping link was assumed to be available. Similarthe SOP, COP and secrecy throughput constitute an open
jamming techniques which impose artificial interference goroblem. On the other hand, apart from CEE, the CSI feedback
the eavesdropper have also attracted substantial attdfiy- delay results in critical challenges for the PLS of coopeeat
[14]. More specifically, several sophisticated joint rel@yd relaying systems, especially, when considering the spscifi
jammer selection schemes were proposed in [12], where thfeRN/IN selection. The authors of [15] have also investi-
beneficially selected relay increases the reliability @& thain gated the effects of outdated CSI knowledge concerning the
link, while the carefully selected jammer imposes integfere legitimate links on the ergodic secrecy rate achieved by the
on the eavesdropper and simultaneously protects thenteg@gi proposed secure transmission strategy in the context of DF
destination from interference. In [13] and [14], coopemti relaying. The impact of CSI feedback delay on the secure
jamming has been studied in the context of bidirectionatlay and jammer selection conceived for DF relaying was
scenarios and efficient RN/JN selection criteria have bemvestigated in [24], albeit only in terms of the SOP. In our
developed for achieving improved secrecy rates with the gidevious study [25], we considered the secure transmission

of multiple relays. Furthermore, more effective relayimgda design and secrecy performance of an opportunistic DF rsyste
jamming schemes when taking the information leakage wdlying on outdated CSI, where only a single relay is invoked
the source-eavesdropper link into consideration have be&dditionally, during the revision of this work, we invessiged

presented lately in [15] and [16].

the security performance for outdated AF relay selection in

Nevertheless, an idealized assumption of the previougB6]. Therefore, in this treatise, we extend our investaa
reported research on PLS is the availability of perfect C3b the PLS of multiple AF relaying assisted networks relying
which is regarded as a stumbling block in the way of involken RN/JN selection.

ing practical secrecy-enhancing Wyner coding, on-off giesi

Explicitly, we focus our attention on the outage-based

beamforming/precoding, as well as RN/IN selection. Howevenaracterization of secure transmissions in cooperagilay+
this idealized simplifying assumption is not realisticn&® ided networks relying on realistic CSI feedback delay. To
practical channel estimation (CE) imposes CSI imperf@stio gypoit the multi-relay induced diversity gain and the asso
which are aggravated. by t_he feedback delay, limited-rad-fe 4¢qq jamming capabilities, joint AF relay node and jammer
back and channel estimation errors (CEE), etc [17]. Gelyerahoge selection is employed by the relay-destination link. W
the related research has been focused on the issues of roQustime that in line with the practical reality, the instaetaus
secure beamforming design from an average secrecy ratd bflﬂ?&/esdropper's CSl is unavailable at the legitimate tréttesim
optimization perspective for point-to-point multi-antenaided 54 that the RN/JN selections are performed based on the
channels and relay channels [18][19] supporting delagréit oytdated CSI of the main links. Two types of cooperative
systems. For systems imposing stringent delay constraifigategies are invoked by our cooperative network opegatin
especially in imperfect CSI scenarios, perfect secrecyi@an ynder secrecy constraints, namely the traditionally belstyr
always be achieved. Hence, the secrecy outage-based chafggction (TBRS) strategy as well as the joint relay and j@mm

terization of systems is more appropriate, which provides|ection (JRJS) strategy. Specifically, the main cortiobs
probabilistic performance measure of secure communitatioy this paper can be summarized as follows:

The concept of secrecy-outage was adopted in [20] for char-
acterizing the probability of having both reliable and secu
transmission, which, however, is inapplicable for the infippet
CSl case and fails to distinguish a connection-outage fioan t
secrecy-outage. [21] proposed an alternative secre@geut
formulation for characterizing the attainable securityele
and provided a general framework for designing transmissio
schemes that meet specific target security requirements. In
order to quantify both the reliability and security perf@ance
at both the legitimate and the eavesdropper nodes separatel
two types of outages, namely the connection outage pratyabil «
(COP) and secrecy outage probability (SOP) are introduced.
Then, considering the impact of time delay causing by the
antenna selection process at the legitimate receivertal
in [22] proposed a new secure transmission scheme in the
multi-input multi-output multi-eavesdropper wiretap cinel.
Much recently, considering the outdated CSI from the legiti
mate receiver, a new secure on-off transmission scheme was
proposed for enhancing the secrecy throughput in [23]. .
Moreover, prior studies of the outage-based secure trans-
mission design are limited to single-antenna assistedesing
hop systems and have not been considered for cooperative
relaying systems. Hence, the issues of secure transmsssion
over cooperative relaying channels expressed in terms of

We develop an outage-based characterization for quanti-
fying both the reliability and security performance of a
two-hop AF relaying system. Specifically, in contrast to
[21][22], we propose the novel definition of the reliable-
and-secure connection probability (RSCP). Explicitly,
closed-form expressions of the COP, SOP, and RSCP are
derived for both the TBRS and for our JRJS strategies.
Numerical results demonstrate that the JRJS scheme
outperforms the TBRS scheme in terms of its RSCP.

We also introduce the reliability-security-ratio (RSR)
for characterizing their direct relationship by a single
parameter through the asymptotic analysis of the COP
and SOP in the high-SNR regime. We derive the RSR
for both the TBRS and JRJS strategies for investigating
the effect of secrecy codeword rate setting, as well as that
of the feedback delay and that of the power sharing ratio
between the relay and the jammer on the RSR.

We then modify the definition of effective secrecy
throughput by multiplying the secrecy rate with the RSCP,
which results in an optimization problem of the transmit
SNR, secrecy codeword rate and power sharing between
the relay and jammer. It is shown that compared to
the TBRS strategy, the JRJS achieves a significantly
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D and E, respectively. A conventional relay (denoted /&%)
forwards the source’s message to the destination. Another
relay (denoted as/*) operates in the “jammer mode” and
imposes intentional interference up@hin order confuse it.
However, theD is unable to mitigate the artificial interference
@ emanating from the jammer nodé€ due to its critical secrecy
constraints [12]. It should be noted that both the process of
RN/JN selection and the feedback of the transmit BF weights
from R* to the S may impose a time-lag between the data
@ transmission and channel estimation. These time delays are
T denoted byTy., and T,,,, respectively. Furthermore, we
assume that the BF and RN/JN selection process is based
on the perfectly estimated but outdated CSI. We employ the
first-order autoregressive outdated CSI model of [20], sthil
relying on the correlation coefficients ptr = Jo (27 fuTusr)
andprp = Jo(27faT4,,,) for the two hops, wherd, (-) is
the zero-order Bessel function of the first kind afidis the
Doppler frequency.
higher effective secrecy throughput, and the correspond-p sjow, flat, block Rayleigh fading environment is as-
ing throughput loss is more sensitive to feedback dgumed, where the channel remains static for the coherence
lays. The impact of the direct source-eavesdropper lifiiterval (one slot) and changes independently in different
and additional throughput performance comparisons Wilyherence intervals, as denoted Iy ~ CN'(0,0%,), i,j €
respect to other related selection schemes are furthey r j D, E}. The direct communication links are assumed
discussed. to be unavailable due to the presence of obstructions batwee
The remainder of this paper is organized as follows. Sectidhand D as well as the eavesdropBeThis assumption follows
Il introduces our system model and describes both the TBR& rationale of [12] and has been routinely exploited in
and our JRJS strategies. In Section Il and Section IV, wwevious literature (see [27][28] and the references thgre
present the mathematical framework of our performance analhere the source and relays belong to the same cluster,
ysis both for the TBRS strategy and for the JRJS strategyhile the destination and the eavesdropper are located in
respectively, including the COP, SOP, RSCP, RSR and theother. More specifically, this assumption is especiadlljdv
effective secrecy throughput. Our numerical results arsd din networks with broadcast and unicast transmission, where
cussions are provided in Section V. Finally, Section VI offe each terminal is a legitimate receiver for one signal and

—» Main link Relay/Jammer

selection

O,.®

***** » Eavesdropping link

Fig. 1. A cooperative relaying network assisted by multipdays in the
presence of an eavesdropper.

our concluding remarks. acts as an eavesdropper for some other signal. Therefere, th
security concerns are only related to the cooperative telay
1. SYSTEM MODEL aided channel. Furthermore, additive white Gaussian noise

(AWGN) is assumed with zero mean and unit varianég
Let P; be the transmit power of nodeand the instantaneous
Consider a cooperative relaying network consisting of signal-to-noise ratio (SNR) of theé — j link is given by

sourceS, a destinationD, K, relaysRy, k=1,--- , K,, and Yi; = P; |hi7j|2 No.

an eavesdroppell, as shown in Fig. 1, where all nodes are \y, employ ‘the constant-rate Wyner coding scheme for
equipped with a single transmit antenna (TA), except for theynstructing wiretap codes of [2] in order to meet the PLS
source which hasV, TAs. The cooperative relay architecturerequirememS due to the fact that the accurate global CSI
of Fig. 1 is generally applicable to diverse practical Wess s not available. LetC (Ro, Rs, N) denote the set of all
systems in_the presence of an eavesdropper, in_cluding B¥sible Wyner codes of lengfii, whereR, is the codeword
family of wireless sensor networks (WSNs), mobile ad hagansmission rate an&, is the confidential information rate
networks (MANETSs) and the long term evolution (LTE)-(R0 > R,). The positive rate differenc&®, = Ry — R,
advanced cellular systems [11]. is the cost of providing secrecy against the eavesdropper. A

To exploit the diversity potential of multiple relay nodegonfidential message is encoded into a codewoiatd then
over independently fading channels, AF relay/jammer selegznsmitted toD.

tion is employed. All relays operate in the half-duplex AF

mode and data transmission is performed in two phas§.Secure Transmission

More particularly, during the broadcast phase, the source he broad h o —

node transmits its signal to a selected relay with the aid £ tle r((j)a ::as'i P ‘;]‘SS' trhansn?lts |ts| BF_ sign (tz to q
beamforming (BF), which is invoked for forwarding the signa{) e selected relay”, where the relay selection is performed
received fromS to D. An inherent assumption is that the efore data transmission commences and the selection cri-
transmit BF weights are based on the CSI estimates quantif‘@Hon will be detailed later in the context of the cooper-
and fed ba‘?k by the Se_leCted relay. During the cooperatiVerthe case when thes — £ link is introduced will be investigated
phase, a pair of appropriately selected relays transmitisv separately in Section VI.

A. System Description
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ative phase. The transmit BF vecter(t|T,) is calculated In the cooperative phas®* will also amplify the received
using the perfectly estimated but outdated CSI given tsjgnal yg-(¢t) by G and forward it to D. At the same
w(t|Tasp) = bl (t — Ty)/Ihsp-(t — Tus,)| [29], where time, the jammer/* will generate intentional interference in
we havehgg-(t) = [hsgr-1(t),....hsr-n,(t)]", and the order to confusef, which will also cause interference &t.
signal received by the relai* can be written as Consequently, the MI between the terminals is given by

yr-(t) = /Pow(t| Ta)hsr ()s(t) + nsp-(t), (1) Jrgs 1 Jrsy 1 VsrRy IR
( ) ( | ) ( ) ( ( ) I[])RIS:§ 10g (1_WL])R]S):§ 10g 1+ 7’}.1712?D+ ,

where ngg-(t) is the AWGN at the relay. Then we can s
define the received SNR at the relay node asz = 6)
Pg |W(t| TdSR)hSR* (t)|2/N0. YRE
In the cooperative phase, we consider two RN/JN selectiorﬁéRJSZ% log (1+’YERJS)=% log <1+m+,f;11> - (1)
schemes performed hy: relay selection without jamming, as YSRT oAt
well as joint relay and jammer selection, respectively. Remark 1:Generally, the optimal RN/JN selection scheme
1) Traditional Best Relay Selectiorithe first category of should take into account the global SNR knowledge set
solutions does not involve a jamming process and therefdresr, vrp, vre}. However, given the potentially excessive
only a conventional relay accesses the channel during theplementational complexity overhead of the optimal stxéc
second phase of the protocol. The relay selection processéhemes and the unavailability of the global CSI, we employ
performed based on the highest instantaneous SNR of #uboptimal selection schemes as in fLZurthermore, it is

second hop, formulated as commonly assumed that the average SNR of the eavesdropper
. 2 is available at the transmitter, which seem some how not
- Apep  Pr|PRD( = Td)‘ ) reasonable. However, as stated in most of the literatuah su
TaAae AX Y E Mroel NoE [y 2] » (2 as[12-22, 24-28, 30], provided that the eavesdropper elon

to the network, which is also the case in our paper, the

wheredg, p is the instantaneous SNR in the relay selectiorﬁlated assgmption might still be deemed reasonably._Addi—
process,E [yr, =] denotes the average SNR &t We can tionally, as in [8, 11, 12, 24], for mathematical convenienc

modelvyg, p and¥g, p as two gamma distributed RVs havingVe assume that the relaying channels are independent and
the correlation factor op?,. identically distributed and that we havé[ysg,| = Ysr.

During the second phase, the received signkl[Yr.p] =7rp @ndE [yr, p] = Yre. The distances between
yr-(t) is multipied by a time-variant AF-relay the relays are assumed to be much smaller than the distances

gain G and retransmitted to D, where we have Petween relays and the source/destination/evesdropgereh

5 the corresponding path losses among the different relags ar
G = \/PR/(PS (Wopt (1] Tasp )sre (¢)] +N0)- After  approximately the same. This assumption is reasonable both
further mathematical manipulations, the mutual informati for WSNs and for MANETs associated with a symmetric
(MI) betweenS, and D as well as the eavesdropper can belustered relay configuration and it may also be satisfied is

written as also valid by classic cellular systems in a statistical egh§].
1 1 YSRYR*D
TBRS__ TBRS\__
Ip 9 log (1+7p )—5 log (1+75R+7R*D+1 ®) I1l. SECURE TRANSMISSION WITHOUT JAMMING
and In this section, we endeavor to characterize both the relia-
1 1 bility and security performance comprehensively of the BBR
JTBRS_ o0 (144 TBRS) =2 Jog [ 14— BIE"E ) gcheme. We first derive closed-form expressions for both the
B g (e g
2 2 Ysr+tYR-E+1

COP and SOP. Then, the RSR is introduced through the
asymptotic analysis of the COP and SOP. Furthermore, we
propose the novel definition of the RSCP and the effective
ffcrecy throughput.

2) Joint Relay and Jammer SelectioSimilarly, consider-
ing the unavailability of the instantaneous CSI regardimg t
eavesdropper, we adopt a suboptimal RN/JN selection me
conditioned on the outdated CSI as

R A. COP and SOP

* a3

R =arg ]I%r:g%{E[’YRkE]} 5 When the perfect instantaneous CSI of the eavesdropper’s

J* — . YRy D ®) channel and even the legitimate users’ channel is unalajlab
- e P E[vr,s] [’ alternative definitions of the outage probability may bepdd

where J* is selected for minimizing the interference imposeH)r the statistical charactenzatlon .Of. the attqlna_bleresep
on D. performance, especially for delay-limited applicatioBased

It should be noted that to havmg the same transmit POWEET, fyrther alleviate the cooperation related overheadséhection criterion
as that of the TBRS case, we assuig, + P;- = Pr for is based on the? — D link, since the second-hop plays a dominant role in
our JRJS strategy and introduse= Pg- /(Pg- + P;-) as the determining the received SNR, because the first hop comesptw a MISO

. S . : . channel with the aid of with multiple antennas and hence iihise likely to
ratio of the_ relays transm't power to the total power reqd'r be better than the second hop. The optimal selection basdmbtbnhops is
by the active relay and jammer. beyond the scope of this work.
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on [31, Definition 2], perfect secrecy cannot be achievedhere we haveys = 22(Ro—Es) _ 1 Similarly, we may
when we haveR. < Ig, where I denotes the Ml be- calculate the CDF of L5255 in (14) as
tween the source and eavesdropper. Encountering this event Nl Nt
H CC R o =" Nt—l Nt—l—n
is termed as a secrecy outage. Furthermore, the destination F,rsrs (x)=1-2 > %
E m

unable to flawlessly decode the received code words when I n=0 m=o0\ " et

Ry > Ip, which is termed as a connection outage. The  Psr’_ 7”)(1*P§R>7;V1Nt’l’”’m [’VSRf(“‘l)} > . (15)
. age . . . ~Nt— ™

grade of reliability and the grade of security maintained by (Ne=1=n)Tsp 1

a transmission scheme may then be quantified by the COP x e_(vasRR%REE)””KmH (2 M)
and SOP, respectively.
We continue by presenting our preliminary results versas th Then, by substitutingr = ~J into (15), we can derive
point-to-point SNRs. Let us denote the cumulative distidu  pTBES,
function (CDF) and probability density function (PDF) of a The COP and SOP in (11) and (14) characterize the attain-
random variableX by Fx(x) and fx(x), respectively. On able reliability and security performance, respectivatyl can
one hand, the PDF ofsr using [29, Eq. (15)], is given by be regarded as the detailed requirements of accurate system
N design. From the definition of COP and SOP, it is clear that the
— —1\ir T (Gsr (103 D" N —z liability of the main link can be improved by increasing th
Fron@)— Z(Nt Nose'~ " (Gsr(1=p5r)" No1n reliability p y 3

=
n ) "yévﬁ(Nt—l—n)! “" " transmit SNR (or decreasing its data rate) to reduce the COP,

n=0

(8) which unfortunately increases the risk of eavesdroppitgisT
while its CDF is given by a tradeoff between reliability and security may be struck, d
spite the fact that closed-from expressions cannot be roddai

plag Nt—l\pgs(év'_l_”)(l—p%R)" m —= asin[11]. Furthermore, we denote the minimal reliabilihda
FYSR(x):l_Z Z ( n ) miyT, TUETSE- security requirements by and §, where the feasible range

=m0 (9) of the reliability constraint i) < v < 1. Bearing in mind

On the other hand, for the instantaneous SNR offthe D that the COP is a monotonously increasing function/f

hop, according to the principles of concomitants or inducé_ae corresponding threshold of the codeword transmissiten r

order statistics, the CDF ofz-p, can be derived as in [32] 'S Rf = arg { PP (Ro) = v}, which leads to a lower
bound of the SOP, when we hay&, — R;) — RE". Thus,

_ —(ktDy H . S h

Ke—1 K, 1\1_6(,6(17,)?%;;]%[) the feasible range of is PCP"5 (R(",0) < 0 < 1. The

Fypep WEE: > (1) L . (10) above analysis indicates that given a reliability conatrai
k=0 ) k+1 the lower bound of the security constraint is determined.

Thus, the COP of the TBRS strategy is given by
B. Reliability-Security Ratio
Pc:gBRS (Ro) = Pr [IEBRS < RO] = FvLT,BRS (%[;)1), (11) In this subsection, we will focus our attention on the
b R TBRS asymptotic analysis of the COP and SOP in the high-SNR
where we havey,;, = 2° —1 and the CDF ofy,”™" can regime. Then, inspired by [25], we introduce the concept of
be calculated as the reliability-security ratio (RSR) for characterizirtetdirect
©© rz+a(z+1) relationship between reliability and security.
Fypnrs (2)= 1‘/ |:1_F7R*D(f>:| frsne D) dz. Proposition 1: Based on the asymptotic probabilitiesif,
0 (12) andP,, at high SNRS, the reliability-security ratio is defined
Consequently, by substituting (8) and (10) into (12), anas
using [33, Eq. (3.471.9)], we arrive at a closed-form exgics Peo (Ro) = A[1 — Py (Ro, Rs)], (16)

for Frurs (x) as where A = lim,,_,o, P.,/(1 — Ps,), which represents the im-

Ned K1 No—ln N1V K1 provementin COP upon decreasing the SOP. More specifically,
Forors (x)=1-2 3 > X kK. :1 X ;{ > since the reduction of the SOP/COP must be followed by an
+1

N sy 20 M0 ey improvement of COP/SOP, a lower implies that when the
o N ln iy “”fSR) S [755?(”1)} ® , security is reduced, the reliability is improved and vicesae
mo ) (Nl (er)sh s Thus, for the TBRS scheme studied above, the RSR is derived
_(3sr*+“rYRD )I 2(zH)
X e ( WrYSRYRD Km+1 24 /7(‘%%51%:”“) as
Proof: The proof is given in Appendix B.

(13)

. Then, by substituting: — Remark 2:1t can be seen from the above expression that

Wge.rej[ wel?r:avewk :bt BibRs the factorA is independent of the transmit SNR, but directly
Ve INtO (13), we obtainP,, ) depends on the channel gains, the rate-pRjy, R;) and on

Furthermore, the SOP of the TBRS strategy may be €fje number of transmit antennas and relays. For a gRegn
pressed as reducingR, to enhance the reliability may erode the security,

k(1—=php)+1

TBRS _ TBRS _ E
Py, (Ro, Rs)=Pr [IE > RO_RS} = 1_FVEBRS (Vth) ) 3Assuming equal power allocation betwesrand the relay, yielding’s =
(14) Pr = P, and definey = P/Ny as the transmit SNR [24].
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- S o () e ey

ATBRS —

17)
[Nt (1-p2)N !+ U%R/U%E} (22(Fo—R) — 1)

because(Ry — Rs) is also reduced. Conversely, increasingv — 1)!/2 (z/2)" and closing the highest terms gfafter in-
Ry provides more redundancy for protecting the security @bking the McLaurin series representation for the expaaént
the information, but simultaneously the reliability is teaéd. function, the asymptotic effective secrecy throughput ban
Hence, the RSR analysis underlines an important point @f vipproximated as in (21).
concerning how to balance the reliability vs security trade Remark 3:Given the definition of COP, SOP and the se-
off by adjusting (R, Rs). Furthermore, as long as a CSikrecy throughput result of (21), it can be shown that for adiixe
feedback delay exists, the RSR has an intimate relationslip, if Ry is too small, even thouglrs. s may be high (i.e.
with psgr and prp. It is clear that the value of\”B%S close to one), the value afremains small. By contrast, R,
decreases apgrp increases, which is due to the fact thats too large, the value of,, is close to one and therefote
the relay selection process only improves the reliabilify avill also become small. This observation is also suitable fo
the legitimate user. On the other hand, since we always hale. Thus, as pointed out in the RSR analysis, it is elusive
. Kol wf Kr—1 K, to improve both the reliability and security simultanegusl
the conclusion thaigo 1) ko Je(1php 1 but both of them are equally crucial in terms of the effective
0% ando?, are comparable\TBES will be reduced apsr ~ secrecy throughput which depends on the rate Q&ir, R).
increases. This observation implies that although Bthand Additionally, (21) also reveals that increasing the SNR
(1 — Ps,) are reduced when the first hop CSI becomes bettemuld drastically reduce the effective secrecy throughpat
the improvement of the reliability is more substantial thlae high transmit SNRs, a high reliability can indeed be pelfyect
security loss, agsp increases. guaranteed, but at the same time, the grade of the security
is severely degraded. However, the probability of a rediabl
) and simultaneously secure transmission will tend towaegs.z
C. Effective Secrecy Throughput Hence, we may conclude that there exists an optimal SNR

It should be noted that the COP and SOP metrics ignore t8ich achieves the maximal secrecy throughput.
correlation between these two outage events. More spdlifica [N conclusion, adopting the appropriate code rate pair and
in contrast to the point-to-point transmission case, sitee transmit SNR is crucial for achieving the maximum effective
S — R link's SNR included in the MI expressions of (3)secrecy throughput, which can be formulated as
and (4), the secrecy outage and the connection outage are max ¢ (Ro, Ry) = RyPEEES
definitely not independent of each other. Therefore, it igh Ro,Rs.m ;
be of limited benefit in evaluating the reliability or sedyri 5.t.Po <0, Pso <0,0 < Rs < Ry
separately. We note furthermore that although anotherienetwhere v and § denote the system'’s reliability and security
referred to as the secrecy throughput was introduced as tBquirements. Unfortunately, it is quite a challenge to find
product of the successful decoding probability and of thtae closed-form optimal solution to this problem due to the
secrecy rate [21][22], this definition ignores the fact that complexity of the expressions. Although suboptimal solusi
reliable transmission may be insecure and the SOP is nat takan be found numerically (with the aid of gradient-based
into consideration. Hence, this metric is unable to halély search technigues), the secrecy throughput optimizatiob-p
characterize the efficiency of our scheme, while is capablelem as well as the corresponding complexity analysis and
achieving both reliable and secure transmission. Thegefor performance comparisons are beyond the scop of this work.
this section we redefine the effective secrecy throughpthteas
probability of a successful transmission (reliable andusec IV. SECURE TRANSMISSION WITHJAMMING
multiplied by the secrecy rate, namely as= R;Pres,  |n this section, we consider the extension of the above
where the reliable-and-secure connection probability@RPE ye|ay selection approaches to systems additionally imgki
is defined as relay-aided jamming. The joint relay and jammer select®n i
based on the outdated but perfectly estimated CSI and the
Prees =Prilp > Ro,Ip < Ro — Rs}. (18)  etails have been presented in Section Il. We would also
Upon substituting the expressions b§ and Iz in (3) and like to investiggte the security performance from an outage
(4) into (18), we can rewritéPre s for the TBRS strategy in based perspe_ctlve._The COP, SOP, RSCP and effective secrecy
(19). throughput will be included.

< 1, when

(22)

Finally, using the corresponding CDFs and PDFs of (8), (9)
and (10) from our previous analysis, we can obt&h22S A. COP and SOP
in (20) as well as the secrecy throughput. It is plausible that the main differences between the JRJS
Furthermore, considering the asymptotic result for RSCP atd TBRS schemes are determined by the instantaneous SNR
high SNRs in (20) by applying the approximatiéq, (z) ~ of the R — D hop, where now a jammer is included.
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BYsRHYSR GLYsrRAYSR
PEEES =Pt {{ysr >R v > M2en b ) ({8 e p < 228558 L {ysn <aff} ]}

YSR Vt VSR Vi (19)
o (v 41 4 (v 41
=Pr<ysr > V5 YreD >V + 7;2(1?'%13 )7'7R*E <h + 7;’5(12?751)
vin (v 1+1 i (Vh+1
nggs = f D 1- 'YR*D Vth + th( 7 ) ] F'VR*E ’Yth + thz(j'ylb;, ) f’YSR* (I) dx
~2 YN Nt‘zm Kol Nt— Nt L=n\ Kot (1=pt) " (03) ™ "
e e (Ne—1—n)!(k41)55 "~ "D/ (20)
16 T 'Yth,('Yerl) m+1 vh (B +1)
x exp[ \W§;+wm'§w WEYRD 2 Km'H 2 WKYSRYRD
AEN (B (B | AE (B | (b))
_eXp(vR2)< woann Tanenhor ) 0 Kmn (2 0550 IWSR(WRE*%’%JY&)
N, (1—p2 ) N1 K,—1 K.(—1)F . 92Ro _ 1) 92(Ro-Rs) _q
STBRS Ry Ry, n)= Ry1— i pQSR) +Z ;( ) . /K;f 1 5 , (21)
95k =0 [k (1=pkp)+1] GRD\ n 9rEN

Based on our preliminary results detailed for the point-to- Lemma 1: The COP and SOP of the JRJS strategy associ-
point SNRs in (8) and (10), we now focus our attentioated with feedback delays is approximated by

on the statistical analysis of the SNR includinf. As Nel K1 No—lon K1Y Ny—1—
stated for the JRJS scheme in Section JI, corresponds PJE/S(Ror1->" > Z < X e
to the lowestyr, p and is selected from the s¢R — R* n=0 k=0 m Nt 7 et
Recalling thatR* is the best relay of the sec(:éond hop}, we & (J\I[{ Jrll)’f:l: 11 )Z(VIt p,fR) F(m+2)“a’“(7“1) . mg“#l ' ,
haved,-p = ming, cr—p+ {r.p}+ = ming, er {Jr,p} for a Dn)A( T (récro)

K, > 1. Using the induced order statistics, the correspondingxp {—% r (— -1, %

CDF of yg+p is presented in (10), while the PDF of;-p ' (26)

KT)\wan??D
(Kr*l)(lfp%D)+1](17>‘)770'%QD+K7"

can be formulated as

—K,x
K, exp ([(KT—I)(I—szD)'Fl]’YJD )

and

where gy, = [

Ni—1 Ny—1-n Nt—l p";(g"l”’”(lfp%l?)"

. = . 23 PIRIS (Ry, Ry)~ -
i (o TS B e N A 2 S O s
E E
Although the relay and jammer selection processes are not X E:ﬁhzmb) exp {— (i”sfg + %)}
entirely disjoint, we may exploit the assumption thgt-p o (27)

and~;«p are independent of each other, which is valid whepygof: The proof is given in Appendix B.

the number of relays is sufficiently high, as justified in [24] The feasible range of the reliability constraint is similar

Let us define the signal to interference plus noise ratio E§INthat of the TBRS strategy and hence it is omitted here.
of the second hop a&> = vr+p/(vs+p + 1), using (10) and

(23), whose CDF can be formulated as B. Reliability-Security Ratio

Fep (1) =1—K, Z ( ) e TRDCK (24) Lemma 2: Recalling the definition in Section Ill, the RSR
P (k+1) (z+pr)’ for the JRJS strategy may be expressed in (28).
It can be seen from the above expression that in contrast to
where we havep;, = [(Kr,l)(f;’jz‘;’“)Jrl](l,A)- the analysis of the TBRS strategy operating without jamming
As far as the eavesdropper is concernegyz and~;-g for a fixed SNR threshold, the CDF of the second-hop SNR
are independent and exponentially distributed. Furtheemowill converge to a nonzero limit. We also find that this limit

for ég = yr«p/(vs+E + 1), we have is determined by the power sharing ratio between the relay
& . and the jammer. Furthermore, according to the analysis of
Fep (2) =1- T+ q&eﬁRE’ (25) the TBRS strategy, for; — oo, we haveF, .. (¥) — 0.

Thus, by exploiting the tight upper bound thafBfS <
where¢ = A\/(1 — X). According to the definition of COP ,ip {vsr,Yr-p} andyEBRS < min {ysr,vr-x}, we have
and SOP in the previous section, we can obtain the followirg/ k750 _, F,. (7R) and1 — PJRIS> s E _ (yB).
. . D E
closed-form approximations of the COP and 80P Finally, substituting the corresponding results into (16
arrive at the RSR of the JRJS strategy.

4When we havex — 1, (24) will degenerate into the TBRS case seen in .
(10). The performance analysis of the JRJS will be preses¢gdirately in R_emark 4:1t can be _Seen from the RSR expr.essmn. of (28)
the following, since several approximations have to betidet!. again that the rate-pair setting?y, Rs;) has an inconsistent
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AJRIS_ (220 -1) Ki_:KKr—l\(—l)kKr (K1) (1=php) +1] [(X! 1) (22(Ro-fe) —1) 41] (28)

TRRRI ) 2k JE, (T kDX 1) (22F0 1)+ K, [R(L— )+

N+—1 K,—1 Ni—1-—n N.—1 K.—1 Ni—1—n, Krp2(Nt—1—n) 1—p2 n¢7 ’YD Ni—1—n—m
Péggs (ROa Rsa )‘) ~ Z Z Z (_1)k( ;L X 2: tm = ( SR) k( th) D D
n=0 k=0 m=0 (Ni=1=n)! (b DTN, (7R +6x ) e ToR | TRDTR

s *’YtE YR
o5 en T (m+2) Tem—1, 2 _deh/ine m—+3) [0+ 2658 Dem—2, 22 ) gm+2e585 T(-m —2, Lue)| -
1.k ( 2 1,k

" Asr) (VE 4¢) (01, —02) > SR > SR

6 6
+ T (m+2)(vh —4) [G?HeﬁF (—m —1, ) - G;ng'leﬁF (—m -1 91*)}}

’ Ysr ’ Ysr

(31)

influence on the RSR and hence we have to carefully adjugtere the approximation is based on the fact that, in cantras
Ry and R, in order to balance the reliability versus securityo both ¢, (+#,) andFe,, (v/;), which converge to a nonzero
performance. Let us now focus our attention on the diffeeenclimit regardless ofj, the first hop’sF,, , (x) will tend to zero
between the JRJS scheme and the TBRS arrangement. and hence it can be neglected. Substituting the asymptotic
Firstly, we may find that the power sharing ratlobe- results of (29) and (30) into (33), we can obtdi; 2. In
tween the relay and jammer plays a very important roleontrast to the TBRS case operating without jamming, as the
The optimization ofA will be investigated from an effective SNR tends tox, the RSCP will tend to a nonzero value and
secrecy throughput optimization point of view in the foliogg upon increasing the transmit SNR beyond a certain limit will
subsection. no longer increase the effective secrecy throughput.
Secondly, it is plausible that in contrast to the behavior of Then, based on (32), we arrive at the approximated optimal
the TBRS strategy\’ /7% of (28) is only related to the delay value \,,;, which is the solution of the following equation
of the second hop, but it is still a monotonically decreasing JRJS.c0
OPpes™ ™ (Ro, Ry, \)

function of prp. This implies that the improvement of the —0. (33)
channel quality of the JRJS will achieve a more pronounced N oA o
COP improvement than the associated SOP improvemehten, by  exploiting the  approximation  of

Furthermore, recalling that the RSR is considered in tha-hig[k(1 — p%p) +1]/(k+1) ~ 1 — p%, in (29) for a
SNR region, it has no dependence on the first hop qualitgrgeprp (practically the CSI delay is small angkp — 1),
This is due to the fact that if the first hop channel qualitwe have

is sufficiently high for ensuring a successful transmisstbe VI, =D A =pZ25) + U

asymptotic CDFs ofp and ¢ in (29) and (30) associatedAsubopt = T (1= 1 T2
with n — oo will converge to a nonzero limit at high SNRs, VIE: = 1) (= pRp) + 1 + Vo p(%ﬁ;
which ultimately dominates the COP and SOP. where vy, = (2230 _ 1) (22(1%0—35) _ 1)' It is clearly this

value is determined by the number of relays ,Ry).
C. Effective Secrecy Throughput y ys &, K,
Before proceeding to the effective secrecy throughput-anal V. NUMERICAL RESULTS
ysis, we also have to investigate the RSCP.
Lemma 3: The RSCP of our JRJS strategy may be a
v (v +1)

_Both our numerical and Monte-Carlo simulation results
are presented in this section for verifying the theoretical

proximated as in (31), where we hade) = —57=—", PLS performance analysis of the multiple-relay aided neitwo
By = 4D — AE | vén (Vi 1) and¢ = AnoZ under CSI feedback delays. Explicitly, both the COP, SOP,
2 T Tt EAo (I-Nnofp+1° RSCP, and RSR are validated for both the TBRS and JRJS

Proof: The proofwitshgiven in Appendix C.

Apart from the rate-pair( Ry, R;s), the above-mentioned
PZEIS of (31) is also a function of the power sharing rakio
between the selected relay and the jammer. o

Given the complexity of the RSCP expression, it is quit.?

strategies. Furthermore, the effect of feedback delaysgsd
tem parameters (including the transmission rate (&ir, R)
and the power sharing ratib between the relay and jammer)
n the achievable effective secrecy throughput are eveduat
he Rayleigh fading model is employed for characterizifg al

a challenge to find a closed-form result for the maximizin TR . o
. JRJS ommunication links in our system. Additionally, we set the
the effective secrecy throughput thatax ¢ = R,Ppgs”. 2 2 2
0<A<1 total power toP = 1, 0y = 0np = 0gp = 1, and used

<
Alternatively, we can focus on the asymptotic analysis i& tI"TdSR = Tu,.,, = Ty
high-SNR region and try to find a general closed-form sotutio Fig. 2 piots the COP and SOP versus the transmit SNR
for A. Specifically, when we havg — oo, Py4® will be  for poth the TBRS and JRJIS strategies in conjunction with
dominated by the channel quality of the second hop, henggferent rate pairs. The analytical lines are plotted bings
we have Egs. (11) and (14) for the TBRS strategy, and by using Egs.
PS> (Ro, R, \) = Pr {¢p>h,¢e < 7@' (32) (26) and (27) for the TBRS case, respectively. It can be lear
=[1=Fep, (V3] Few (V) seen from the figure that the analytical and simulated outage
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\ TBRS, f,T,=0
0.9k =
. - - -TBRS,{,T,70.1
\ =
08b \ "\ -=. = JRIS,{ T =0
10} NSNS e JRIS, f,T=0.1
0.7\. N <
z v S
= 0.6F7y ™ N
g “ " ~ N
o o .
5107 O 05 n do
@ n ~ ~
g ~_ 2
5 0.4} Sl N
(@] ‘< L N
SR N
~ O JRIS (simul.) 0.31 R
10°F *  TBRS (simul.) ! o ~
- - -R,=05,R =R /8 (analy.) ) = ;"',\,l’
= = N
Ro—l, RS—RO /8 (analy.) A 01b <\
—4 ‘\*—
10 j j i j j 0 j j j j
0 5 10 15 20 25 30 0 0.2 0.4 0.6 0.8 1
Transmit SNRn in dB COP

Fig. 2. COP and SOP versus transmit SNR for the TBRS and JRat8gies Fig. 3. SOP versus COP for the TBRS and JRJS strategies wiitredit
in conjunction with different rate pairs, fa¥; = K, = 3, f474 = 0.1, and feedback delays folN; = K, = 3, Rs = Ro/8, and A = 1/10.
A =1/10.

0.3
probability curves match well, which confirms the accuracy LN )
of the mathematical analysis. As expected, compared to the 025»’“:_ N, =4 _R0:1 (analy) |
TBRS strategy, the SOP of the JRJS strategy is much better, P R°:0_5 (analy)
while the COP is worse. We can also find that both the COP ¥y 0

U \ ;
! 4 \ fy T,=0
/ \%\ f Ty=0.1

»
A\Y

and SOP will converge to an outage floor at high SNRs for 0.2}

the JRJS strategy. The reason for this is that the jammer also

imposes interference on the destination and the interferen

inflicted increases with the SNR. Thus, the designers have to

take into account the tradeoff between the reliability atage

security and the interference imposed Dnparticularly when 01r

considering the JRJS strategy. Moreover, we can observe in

Fig. 2 that increasing the transmission rate decreases@ie C 0.05f

and increases the SOP. “
Fig. 3 further characterizes the SOP versus COP for both Sy

the TBRS and JRJS strategies based on the numerical results % 10 15 20 25 30

in Fig. 2, which shows the tradeoff between the reliabilitgla Transmit SNR1 in d&

security. It can be seen from the figure that the SOP decreases

as the COP increases, and for a specific COP, the SOP of lﬂge4. RSCP versus transmit SNR for the TBRS strategy wifleréint rate

JRJS scheme is strictly lower than that of TBRS. This confirni@"s for Ve = Kr =3, faTu = 0.1

that the JRJS scheme performs better than the conventional

TBRS scheme. Furthermore, the CSI feedback delay will also

degrade the system tradeoff performance. can be guaranteed, whereas the associated grade of security
Fig. 4 illustrates the RSCP versus transmit SNR for thie severely eroded. Furthermore, increasing the number of

TBRS strategy in the context of different network configuraelays and decreasing the feedback delay will improve both

tions, including different rate pairs, different numberefays, the reliability and security performance

as well as both perfect and outdated CSI feedback scenariosSThe RSCP of the JRJS strategy is presented in Fig. 5

The analytical lines are plotted by using the approximatidor different power sharing ratios between relaying and-jam

in (20). We may conclude from the figure that the rate paming. Both the integration-form (45) and the approximated

setting (Ry, Rs) determines both the reliability and securityclosed-form in (31) match well with the Monte-Carlo sim-

transmission performance. These curves also show that thations. The performance of the TBRS strategy is also in-

RSCP is a concave function of the transmit SNR, whileluded for comparison. The JRJS scheme outperforms the

the continued boosting of the SNR would only decread&BRS operating without jamming under the scenario con-

the probability of a successful transmission. We can olesersidered, when encountering comparable relay-destinatiah

from Fig.4 that for a high transmit SNR, total reliabilityrelay-eavesdropper channels. For some extreme configosati
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o .
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@ x ! 1
0.15} ! il
o= !
O JRJS, A=1/3 (simul.) I} :
O JRIS, A=3/4 (simul.) e /, |
¢ JRJIS, A=9/10 (simul.) B |
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Integration—form in (48) 005k ¢ R =1
------ Approximation in (31) i, 0
S R =05

L L 0 L o L ]
15 20 25 30 0 0.5 1 0 0.5 1

Transmit SNRn in dB Feedback delay p Power allocation factor A

Fig. 5. RSCP versus transmit SNR for the JRJS strategy fferdift power Fig. 6. RSR versus feedback delay coefficieRp (= 1, Rs = Ro/8,\ =
sharing ratiosA as well as forN; = K, = 3, f4Ty = 0.1, and Ry =  3/4) and power sharing rati& (Rs = Ro/8, psr = prp = 0.9) for TBRS
1, Rs = Ro/8. and JRJS strategy with'; = K, = 3.

7 T
0&.0.090.% —O— TBRS vs. psr

(when the relay-eavesdropper links are comparatively yveak 607 AL ol B - TBRS vs. prp
this statement may not hold, but this scenario is beyond the 4 JRIS vs. psr
scope of this paper. The maximum RSCP appears at about < 50}
n = 15dB for the JRJS strategy using = 3/4, while it is g =0~ IRISvs. pro
n = 10dB for the TBRS strategy. Furthermore, as expected, 3 aof F ¥+ ¢
increasing the number of available relays and jamming nodes 5, ""+,,+ b\
will always be able to improve the reliability and security 3 3 *, Q

. . . < 3P *. .
performance. However, the continued boosting of the jarsmer %< D'D'D‘D-Elﬂ + ®
power (decreasing\) will not always improves the overall 8 d Hgt
performance, because the interference improves initiéy ;)«3 201
security, but then it starts to reduce the reliability, as
decreases. This further motivates the designer to cayefke 101
into account the power sharing between relaying and jamming
The effect of the rate pair setting on the security and réifgb 0 i i i :
of the JRJS strategy is neglected here, which follows a amil 0 0.2 0.4 06 0.8 1
trend to that of the TBRS strategy. Delay coefficient p

Fig. 6 characterizes the RSR versus feedback delay drigl 7. Percentage secrecy throughput loss versus delay coefficigith
power sharing ratio for both TBRS and JRJS, in which thgt = &r =3 flo =1, e = Ro/8, A =3/4 andn = 10dB.
RSR curves are plotted by using (17) and (28), respectively.
The first illustration shows that the RSR decreases as the
delay coefficients dsz and prp), which confirms that the secrecy throughput loss versus the delay, which is defined as
improvement of reliability becomes more pronounced than th
reduction of the security as the feedback delay decreabés. T Sloss =
observation implies an improvement in terms of the securit i
reliability tradeoff. Besides, the RSR versusgp is larger than Yt can be seen_from the f|ggr_e that compared to the TBRS
that of ps g, which indicates that the impact of the second-ho cheme, JRJIS IS more ?e”S'“".e to the feedback (_je_lays. Fur-
CSl feedback delay is more prominent. The other illustratio ermore, recall_lng that |ncrea5|_ng_t_he delay coefncm@j;_
in the right demonstrates that the RSR is a concave functi Rthe first hop improves the reliability, .bl.ﬂ at the same time
of the power sharing ratio, which reflects the tradeoff betwe ' also helps the eavesdropper, hence it is not surprisiag th

the reliability and security struck by adjusting :jhe?aileg?fgréh;?gﬁgﬁgéé%ss due to the second hop feedback

To further evaluate the effect of feedback delays on theFig. 8 illustrates the achievable effective secrecy thhpurg
secrecy performance, Fig. 7 plots the resultant percerdhgeor both the TBRS and JRJS strategies versus the codeword

Sno—delay — Sdelay

(35)

Sno—delay
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becomes dominant. On the other hand, subject to a fixed
Ry (which results in a constant COP), the effective secrecy
throughput is also a concave function ef and increasing

02 ' the code rate ratio ultimately results in an increased sgcre
B T5Rs information rate at the cost of an increased SOP.
0.15 13RI, A =314 The achievable effective secrecy throughput for the JRJIS

strategy is also presented in Fig. 8 and similar conclusa&ans
well as trends can be observed to that of the TBRS case. Ad-

Effective secrecy throughput

0.1 A\\\
/,,/,,‘,}5'5*:9\\\\ ditionally, the comparison of the two strategies indicatest
0.05 ,,;;’#l‘kt.'ﬁ%\‘\\\ the JRJS scheme attains a higher effective secrecy thratighp
A /!’__,1’&»",'.“‘ . . . . .
i’ fp".’ than the TBRS scheme operating without jamming, even if no
0 “ 'M‘;‘\‘ power sharing optimization has been employed.
1 \

Fig. 9 further illustrates the impact of power sharing be-
4 tween the relay and the jammer on the achievable effective
secrecy throughput of the JRJS strategy verfysin the
absence of outage constraints. Given a fixed code rate pair
0 (Ro, Rs), the effective secrecy throughput follows the trend
of the RSCP, which is a concave function df as seen in
Fig. 8. Secrecy throughput versii and s — Rs /Ro for both the TBRS Fig. 6. The interferer)cel _introduced by the_jammer initially
and JRJS strategy with; = K, = 3, f4T; = 0.1 andn = 15dB. improves both the reliability and security asincreases, but
this trend is reversed beyond a certain point.

VI. DISCUSSIONS

0.15 A. Impact of the S-E Link

We note that the introduction of the S-E link, i.e. the
information leakage in the first phase, is very critical te th
security. There are also some researches focusing on the
corresponding secure transmission design and performance
evaluation for cooperative networks with the S-E link, sash
[15-16]. In this subsection, we assume that the eavesdroppe
can receive information directly from the source in the first
phase. Thus, following the steps in the prior sections, ter t
TBRS and JRJS schemes, it is clear that the SNR experienced
at the eavesdropper should be rewritten as

0.1

0.05

Effective secrecy throughput

= o

VB =VsE + 76 (36)

where ysg = Ps |Wopt (t|Tusr ) hse (£)]° / No follows the
Fig. 9. Secrecy throughput versug, and A for the JRJS strategy with exponential distribution with the average valggg, ™ =
Ne=Kr =3, faTa =0.1,n=15dB and ks /Ro = 1/8 {TBRS, JRJS}, and~}, has been defined in (4) and (7).

Then, the corresponding SOP, RSCP and effective secrecy

throughput have to be reconsidered. Unfortunately, to et b
transmission rateR, and the secrecy code ratio= R;/R, of our knowledge, it is a mathematically intractable proble
without any outage constrainta) (= 6 = 1). The values to obtain closed-form results for the related performance
of the effective secrecy throughput are plotted by usimgyaluations. Therefore, we resorted to numerical sinuati
¢ = RsPrgs. We can observe in Fig. 8 that subject to a fixetbr further investigating the impact of the S-E link. Fig. 10
code rate ratiog, the effective secrecy throughput increasesompares the effective secrecy throughput of the TBRS and
to a peak value af?, reaches its optimal value, and thelRJS shcemes both with and without considering the direct
decreases. This phenomenon can be explained as follows.SAE link. It becomes clear that the information leakage in
a low transmission rate, although the COP increases witie first phase will lead to a severe security performance
Ry, which has a negative effect on the effective secredegradation, especially for the JRJS scheme, which will no
throughput, both the secrecy rate and the SOP performatmeger be capable of maintaining a steady throughput at high
will benefit. However, after reaching the optimal,, the SNRs. The reason for this trend is that increasing the trinsm
effective secrecy throughput drops since the main link oanrSNR will help the eavesdropper in the presence of the direct
afford a reliable transmission and the resultant COP irsgre&s-E link.
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joint relay and jammer selection strategy. Closed-form ex-

007 TBRS pressions of the connection outage probability, of theesscr
—+— TBRS with S-E PR outage probability and of the reliable-and-secure conmect
00811 - - - RIS JREd 1 probability as well as of the reliability-security-ratioeve
T o T RswnSE R derived. The RSR results demonstrated that the reliabigity
0054 _‘_‘OJSIr:n[l[l]z] e Th o7 improved more substantially than the security performance

’ when the CSI feedback delays is reduced. Furthermore, we
presented a modified effective secrecy throughput defmitio
and demonstrated that the JRJS strategy achieves a sighifica
effective secrecy throughput gain over the TBRS strategg. T
transmit SNR, the secrecy codeword rate setting as welleas th
power sharing ratio between the relay and jammer nodes play
important roles in striking a balance between the religbdind
security in terms of the secrecy throughput. The impact ef th
direct S-E link and the performance comparisons with other
selection schemes were also included. Additionally, osulte
demonstrate that the JRJS is more sensitive to the feedback
delays and that the secrecy throughput loss due to the second
hop feedback delay is more pronounced than that of the first
hop.

Effective secrecy throughput

Transmit SNRn in dB

Fig. 10. Comparisons for different strategies with and withthe S-E link,
for Ny = K =3, Ro=1,Rs = Ro/8, fqTy = 0.1, and\ = 3/4.

APPENDIXA
PROOF OFPROPOSITION1

In order to simplify the asymptotic performance analysis,
In this subsection, based on the outdated CSI assumpti8), can be expressed in a more mathematically tractable

we provide performance comparisons with a range of othfarm by the commonly used tight upper bound~g§Z%5 <

schemes advocated in [12] with the aid of the proposegin {ysg,vr-p} andy55%S < min {ysg, vr-£}. When we

outage-based characterization. Fig. 10 also incorporaies havern — oo, based on the CDFs in (9) as well as (10) and

effective secrecy throughput performance comparisonrevhelosing the smallest order terms ofn, we have

the optimal selection (OS) regime as well as the optimal 1/ N_1 N2/ N1

selection combined with jamming (OSJ) were proposed i, (x)—>1—r\,2( ¢ )p?s(évt_l_”)(l—pQSR)"JrZ( K )

[12]. They are formulated as n=o\ " o) "

B. Comparisons

: - A O G [l el )|
OS : R* = arg max {¥r.p/YRr.E} (37) - 5 \Ne1\ o " . . )
feen —1—[1+(1—(1N—p53) ) 5540(55)] -5+ 0 (555
on = (0™ s+ 0 (357)
05 - { R* = argmaxp,er {’y}ikD/%EkE} (38) _ o (39)
J* = argming, cr—r* {Yr.D/YRE} whereO (x) denotes the high-order infinitely small contribu-

wheredg, g is the delayed version of the instantaneous Cgpns as a function of, and

-E i i i Kol K, -1
of the R-E link. It should be noted that this constitutes an F . (x)>1— % (—1)F K,

entirely new performance characterization of these sckeme k=0 h k

from the perspective of the effective secrecy throughpuah <11 — k41 v (71 )] . (40)
be seen from Fig. 1 that the selection combined with jamming k(1=php)+1 TRD TRD
outperforms the corresponding non-jamming techniques at %! (_1)k< K,—1 K, oy (L)

high SNRs, albeit this trend may no longer prevail at low /= k Je(1-php)+17RD TRD

SNRs. Besides, compared to those selections relying on therhen, applying the upper bound of the receiver SNR, we

average SNRs of the R-E link, the optimal selections relyir]gay rewrite the COP and SOP of the TBRS strategy at high
on the idealized simplifying assumptions of having glob&inRs as

CSI (OS and OSJ schemes) knowledge can only achieve 00
( ) 9 y Pg;BRS’ =1-(1- F’YSR* (’Yt[})l)) (1 - F’YR*D (%ﬁ))

throughput gains at high SNRs due to the inevitable feedback (1p2 )V Ko K1) .
delay. et Y — 1 T K, 22f0y
i |: SR + kE::O ( ) k }[k(l—p%D)—f—l]U%D n
(41)
VIl. CONCLUSIONS and according to the fact thatr-r is exponentially dis-

An outage-based characterization of cooperative relay n#i{buted, we have
works was provided in the face of CSI feedback delays. 1-PTBRS:>=1—(1-F, . (vE)) (1-Fy,., (v5))
Ny—1

Two types of relaying strategies were considered, namely [(1_p§R) 1 92(Rg—Rs)_q . (42)

3
95R ORE n

the traditionally best relay selection strategy as well less t
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Finally, substituting (41) and (42) into the definition of RS APPENDIXC

in (16), we can obtain (17). PROOF OFL EMMA 3

According to the definition of the RSCP in (18), we can
APPENDIXB calculate it by

PROOF OFLEMMA 1 D (4D 41
| o g = g (1= p (g A0
According to the description of COP and SOP, replacmg

X B (. E :
P, (x) andF,,., (2) by Fe, (2) andF, (x) in (12) and X Fep (wﬁl ; %) Fron (24 78) dz
(14) will involve a mathematically intractable integrati@f e 48)
the form:

In order to make the integration mathematically tractable,
Y we invoke a simple approximation fdf;, (x) by treating the
T (a,b,p,v) _/0 Z+beXp( pz= _) dz, (43) AWGN term 1’ in ég = vr-p/(vs-g +1) as part of the

i stochastic mean terms. Hence we have
which, to the best of our knowledge, does not have a closed-

T

form solution. Alternatively, bearing in mind that the igta- Fep, (z) = =, (49)
tion above has a great matter with,, we now focus our z+¢

attention on the approximation &fp. Based on the PDF whered = Ao g

results in (23), it may be seen that- p obeys an exponential (1-N)no%,

Then, replacing t]ﬁe correspondlng CDFs of the second hop
with F; (z) and F;_(z) in (26), the integration can be
8er|ved as '

distribution. Then we can approximatg-p = ~y«p + 1
also by the exponential distribution with an average valfie
E{4p} = [ -0 pRD)+1]7RD+K by assuming that the Nod Kot Nootn
AWGN term '1" is part of the stochastic mean terms. ThePJRJS~1 Z Z 'Z (1) Ni— XK 1XNt— —”)
approximation based on this method provides an very aceurat n=0 k=) m=0

analysis and the accuracy of this method is verified by théX-Drza (1 Nfz Sn)" %Z’k(%h)N' - exp (-2t — i )
numerical results of [34]. Thus, the CDF & = vr-p/3+D (Ne—d=m)!(k+ 1)k Ven P o \ sk wirD)
, ) 5
can be derived as s o |1 ¢(z+vih =i )e TRE ( 1 1 g,
Kool K1 K 0 |f+9l,k (751+$)(91,k702) 02 201
— X
F: = LA ! 44
W= G ) A @ (50)

k=0 where 3, and ¢ are introduced by relying on the simi-
lar approximation as in Appendix B. Then, using [33, Eg.

whereg, =E {1z p}E /{77-0). (3.383.10)], we obtairP/i15.

Then, substituting (44) into (11), we have
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