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Abstract—The Eschenauer-Gligor (EG) random key predistri- ically exact probability of-connectivity in secure WSNs under
bution scheme has been widely recognized as a typical appma the EG scheme with unreliable links. A network (or a graph)
E) secure tﬁommumcalmol?s ]ln wireless Ssnzﬁ_rt netwcl)rk_s (WSth is said to bek-connected if it remains connected despite the

owever, there is a lack of precise probability analysis on te : . . I
reliable connectivity of WSNs under the EG scheme. To addres Qeletlon of any(k — 1) noc_ies or I|nks..An equivalent de.flll’llFIOI’l
this, we rigorously derive the asymptotically exact probaliity of IS that each node can find at ledstinternally node-disjoint
Ek-connectivity in WSNs employing the EG scheme with unreliae ~ paths to any other node. With = 1, k-connectivity simply
links represented by independent on/off channels, wherek- means connectivity.
connectivity ensures that the network remains connected dpite Our result on the asymptotically exact probability bf
the failure of any (k — 1) sensors or links. Our analytical results connectivity complements a zero-one law established in our

are confirmed via numerical experiments, and they provide pecise . T . .
guidelines for the design of secure WSNs that exhibit a desd Prior work [15], [12], and is significant to obtain a precise

level of reliability against node and link failures. understanding of the connectivity behavior of secure WSNs.
Index Terms—Connectivity, key predistribution, minimum de-  First, with the zero-one law, one is only provided with desig
gree, random graphs, security, wireless sensor networks. choices which lead to networks that akeconnected with

high probability or to that are nok-connected with high
probability, where an event happens “with high probability
The Eschenauer-Gligor (EG) random key predistributian jts probability asymptotically converges to 1. Given the
scheme[[4] has been widely regarded as a typical solutionttade-offs involved between connectivity, security anchrogey
secure communications in wireless sensor networks (WSNgad [4], 9], it would be more useful to have a complete
(5], [6l, [], [B], [], [LO], [L2], [L5]. The scheme operateas picture by obtaining the asymptotically exact probabibifyk-
follows. In a WSN withn sensors, before deployment, eacBonnectivity. In addition, there may be situations where th
sensor is independently assignéd, distinct keys which are network designer is interested in having a guaranteed tefvel
selecteduniformly at randomfrom a pool of P, keys, where f.-connectivity (one-laws would provide conditions for thiait
K, and P, are both functions ofi. After deployment, any two may also be interested in having some levekefonnectivity
sensors can securely communicate over an existing wirkéss without such guarantees (one-laws would fall short in ping
if and only if they share at least one key. this). Our result fills this gap. Finally, it is not possible t
Wireless links between nodes may become unavailable dygtermine the width of the phase transition from zero-onsja
to the presence of physical barriers between nodes or becagi@ width of the phase transition is often calculated by the
of harsh environmental conditions severely impairing $randifference in parameters that it takes to increase the pititya
mission. We model unreliable links as independent channed$ k-connectivity frome to (1 — ¢), for somee < 0.5. In
each beingon with probability p,, or beingoff with probability  other words, it is not clear from zero-one laws how sensitive
(1—pn), wherep, is a function ofn for generality. Such on/off the probability of k-connectivity is to the variations in the
channel model has been used in the context of secure WSNS scheme parametefs,, and P,, and the link parameter
[9], [A5], [12], and is shown to well approximate the disk nebd ;. By providing the asymptotically exact probability f
[B], [6], [9], [A5], [Z2], where any two nodes need to be withi connectivity, our findings provide a clear picture of these
a certain distance to establish a wireless link in between. intricate relationships.
Given the randomness involved in the EG key predistribution The rest of the paper is organized as follows. We describe the
scheme, and the unreliability of wireless links, there emis system model in Sectidnl Il. Sectibnllll presents the mainltss
a basic question as to how one can adjust the EG schegaerheorem 1, which is established in Sedfigh IV. In Se€fiin V
parameterds,, and P,,, and the link parameter,, so that the \ve present numerical experiments that confirm our analytica
resulting network is securely and reliably connected.a®slity  findings. Afterwards, SectioR VIl surveys related work, and

against the failure of sensors or links is particularly imaot  sectio{ V1Tl concludes the paper. The Appendix presentsva fe
in WSN applications where sensors are deployed in hostjigeful lemmas and their proofs.

environments (e.g., battlefield surveillance), or, arettemaed

for long periods of time (e.g., environmental monitoringy, Il. SYSTEM MODEL

are used in life-critical applications (e.g., patient ntoring). We now explain the system model. Consider a WSN with
To answer the question above, this paper presents the aslympt sensors operating under the EG scheme and with wireless

|. INTRODUCTION
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links modeled by independent on/off channels. Let a node sefTheorem[dl provides the asymptotically exact probability
V = {v1,v9,...,v,} represent the sensors. According to the of k-connectivity in graphG. Its proof is given in the next
EG scheme, each nodg € V is independently assigned a sesection. From[(B), for alh sufficiently large, undeP, > 2K,
(denoted bys;) of K,, distinct cryptographic keys, which arewhich is clearly implied by the cond|t|0n’& = o(1), the
selecteduniformly at randonfrom a key pool ofP, keys. Any edge probabilityg, in graph G is given by the expression
pair of nodes can then secure an existing communication lipk - [1 — (PKK )/(K )]. With a much simpler approximation
as long as they have at least one key in common. 2 " .

The EG scheme results inrandom key grapifdl, [7], [0, we present below a corollary of Theorém 1.
also known as aniform random intersection grapfhis graph Corollary 1. For graph G(n, K, P,,p,) under P, = Q(n)
denoted byGi(n, K,,, P,,) is defined on the node sktsuch tha = o(1), with a sequencg,, defined through

K,
Pn - P,

any two distinct nodes; andv; have an edge in between, an k2 mn+(k—1)Inlnn+ 8,
event denoted by;;, if and only if they share at least one key. Pn-"p= = n ' (5)
Thus, the evenf';; means(S; N S; # 0). if 1im,, 00 Bn = B* € (—00, 0), then asn — oo,

Under the on/off channel model for unreliable links, each Pt

wireless link is independently beimegn with probability p,, or P[Graph G(n, Kn, Pn, pn) is k-connected| — e™ e

being off with probability (1 — p,,). Defining C;; as the event  Settingp,, = 1 in TheorenilL and Corollafyl 1, we obtain the
that the channel between andv; is on, we haveP [C;;] = p,, corresponding results for random key gra@ln, K,,, P,) in
with IP[A] throughout the paper meaning the probability thatiew of (). Furthermore, we can use monotonicity arguments
eventA happens. The on/off channel model induces=aatds- [15] to derive the zero-one laws fdr-connectivity in graph
Renyi graphG(n, p,) [2] defined on the node sét such that G. Specifically, under the conditions of Theordth 1 (resp.,
v; andv; have an edge in betweendf;; takes place. Corollary[), graphG is k-connected with high probability
Finally, we denote bys(n, K,,, P,,, p,) the underlying graph if lim,,_,..a, = oo (resp.,lim, 3, = o), and is notk-
of then-node WSN under the EG scheme with unreliable linkgonnected with high probability ifim,, .o, = —oo (resp.,
We often write G rather thanG(n, K, P, p,) for brevity. lim,_,. 3, = —oc). The arguments are straightforward from
GraphG is defined on the node s#t such that there exists our work [15] and are omitted here due to space limitation.
an edge between nodesandv; if eventsI';; andC;; happen  Before establishing Corollafy 1 using Theorin 1, we explain
at the same time. We set eveft; := I';; N C;; and also the practicality of the condltlons in Theorémn 1 and Corgilir
write E;; as E,,,, When necessary. It is clear thét is the p — = Q(n), p_" = o(1) - 0(”1 ) First, the condition

intersection ofG(n, K,,, P,) andG(n, p,); i.e
G =G(n,K,,P,) NG(n,p,). Q)

We defines,, as the probability that two distinct nodes shar&econd, the condtloné— = o(1) and Kn

P, = Q(n) indicates that the key pool siz8, should grow
at least linearly withn, which holds in pract|ce|:[4] [110]119].
= o(=) (note

at least one key ang, as the probability that two distinct nodeshat the latter implies the former) are aTso practlcal inusec
have an edge in between in gragh Clearly, s,, andg, both sensor network applications sinég is expected to be several
depend or¥k,, and P, while ¢,, depends also op,,. As shown orders of magnitude larger thai,, [4], [10], [9].

in previous work[[1], [7], [10],s., is determined through

on =By = 417 TRV G), 1 P> 2K,

1, if P, <2K,.
Then by the independence 6f; andI';;, we have
4n = P[E;j] = P[Cy] - P[Ly5] = pn - sn 2
) {pn- = ()R], i P> 2K
P if P, <2K,.

IIl. THE MAIN RESULTS

We now prove Corollar{]1l using Theordm 1. We have the

conditions of Corollanf1L:P,, = Q(n), I;’f = O(lnn) and
(B with lim,,_, 8, = 8* € (—o0,00). First, it is clear that
Bn = B* £ o(1). Under f2— = o) ( ), from [15,

N

Lemma 8], it holds thas,, = 1;" 1+ O(
the above, we obtain fronEI(Z) arﬂl (5) that

Gn =P sn = pn- S [120(5
_ Innt(k—1D)InlnntB, [1 + 0

)] In view of

)]
ol

_ lnnJr(kfl)lnlnnJrB*:to(l). (6)

—~

We present the main results below. Throughout the papgyith «,, defined by[(%), we usél6) to derivg, = 5* + o(1),

k is a positive integer and does not scale withand e is

which yields thato* denotinglim,, . a,, equalss*. Then in

the base of the natural logarithm functiol,. We use the view of o* = 3* and that the conditions of Theoréh 1 all hold

standard asymptotic notatier-), O(-),w(-), 2(-), ©(:) and~;

in particular, for two positive sequences andb,,, the relation

ap, ~ b, meanslim,,_, a, /b, = 1.

Theorem 1. For graph G(n, K,,, P,,,p,) under P,, = Q(n)

given the conditions of Corollarfyl 1 (note th%— =0 lnn)
implies % K” = 0(1)), Corollary[1 follows from Theorerf] 1.

IV. ESTABLISHING THEOREM[I]

and K= = o(1), with ¢, denoting the edge probability and a For any graph,k-connectivity implies that its minimum

sequenceyn defined through
Inn+(k—1)Inlnn + o,
g = 22 EZD , @
if lim,, 00 @y, = @* € (—00, 00), then asn — oo,

P[Graph G(n, K,, P,, ps) is k-connected] — e~ =

degree is at leask, while the other way does not hold
since a graph may have isolated components, each of which
is k-connected within itself. However, for random graph
G(n, Kn, Py, pr), as given by Lemmia 1 below, we have shown

it is unlikely under certain conditions th&t(n, K,,, P,,, p,) IS

not k-connected but has a minimum degree at léast



Lemma 1 ([15, Section IX]) For graph G(n, K,, P,,p,) and by the union bound, it holds that
under P,, = Q(n), &= = o(1) and g, = o(1), it holds that

n

Graph G is not k-connected

szmzp[@m1=mﬂ(tﬂ%#00}

P but has a minimum degree at ledst | o(). h=0
k—2
We show that the conditions in Lemrha 1 all hold given the > Plpr_1 = 0] — > Ploy, # 0). (12)
conditions of Theorerhl1P, = Q(n), % =o(1) and g, = = Plow1 = 0] hz:;) on 700

otk InInnton ywith Jim,, . o, = o € (—00,00). To  To use[[ID) and{11), we compuép;, # 0] given [8) and thus
see this, we only need to provg = o(1) needed in Lemma evaluate), specified in[(®). Applying[(¢) and7) t¢1(9), and
[I follows from the conditions of Theorel 1. Clearly, it holdsonsideringlim,,—,« o, = a* with |a*| < co, we establish
that |a,,| = O(1) from lim, o0 y, = @* € (—00,00). Then A = n(h) " (ngy)te "9

in view of |, | = O(1) and the fact that does not scale with n-1 b —Inn—(k—1)Inlnn—an

n, we obtain from[(%) that ~n(hl)" (Inn)" -e

Inn Ko = (R Y(lnn)ti-Feman
T %(Dn’ 0, for h=0,1,....k—2,
which clearly impliesg, = o(1). PR o
From LemmdlL and Z\Geon forh=k-1, (12)
P[GraphG is k-connected| B y %0 deri fo:hht: kok+ 1,
= P[GraphG has a minimum degree at ledst] y @ and [IP), we derive that as— oo,
. 1, forh=0,1,...,k—2,
_p GraphG is not k-connected ot
but has a minimum degree at ledst |’ Plgn =0] = qe o1, forh=4k—1, (13)
Theorem[dL onk-connectivity of G will be proved once we 0, forh=Fkk+1,...
demonstrate Lemmnid 2 below on the minimum degre& of ot

Using [I3) in [Z0) and{d1), we obtalf{§ > k] — e~ (-=11;
Lemma 2. Under the conditions of Theorefm 1, it holds thate  LemmdR is proved. i ]

lim,, ... P[G has a minimum degree at leakf = ¢~ =07, g Proving Lemm&l3

To prove Lemmd]2, we first show that the number of nodesWe useV,, to denote the node s¢t1, vs,. .., v, }. Lemma
in G with a certain degree converges in distribution to a PoissBnevaluates the probability that each ¥f, has degreé:. To
random variable. Withp;, denoting the number of nodes withcompute such probability, we look at whether at least two of
degreeh in G, h = 0,1,..., we use the method of moments),, have an edge in between, and whether at least twg,pf
to prove thatp, asymptotically follows a Poisson distributionhave at least one common neighbor. To this end, we défine
with mean ). Specifically, from [11, Theorem 7], it follows as the probability of event

for any integersh > 0 and/ > 0 that (each ofV,, has degreé)

Plpn = €] ~ ()" Aple ™, (8) N [(at least two ofV,,, have an edge in between
since P[Nodesuvy, vs, . . ., vy, all have degreé] ~ A,™/n™, U (at Igast two of,,, have gt_least one common neighﬁor
which is shown by Lemm@l 3 below with and defineP, as the probability of event

A = n(h) "L (ngn)te"4n. 9) (each ofV,, has degreéz)

N (no two of V,,, have any edge in betwegn
Lemma 3. For graph G under the conditions of Theorem 1, N (no two ofV,, have any common neighbor
P[v1,v2,...,um all have degreeh] ~ (h!)~"(ngn)""e”™"""  Thenpleach of),, has degred] — P + Ps. Thus, Lemmal3
holds for any integersn > 1 and . > 0. will hold once we establish the following two propositions.

As explained above, Lemnid 3 shows$ (8) with given by  proposition 1. Under the conditions of Theorefd 1, it holds
©). Then the proof of Lemmkal 2 will be completed once Wghat P, = o (W)= (ngy)memnan).,
establish Lemm&]3 and the result thakt (8) implies Leniina 2. - N )
Below we will demonstrate thafl(8) implies Lemida 2, and thdRroposition 2. Under the conditions of Theoref 1, it holds
detail the proof of LemmaAl3. that Py ~ (h!)=" (ng,)" e~ """

To prove Propositions 1 ahd 2, we analyze below how nodes
in graph G have edges. We first look at how edges exist
Recall thatp;, denotes the number of nodes with degheie  betweenv,, vs,...,v,. Recalling C;; as the event that the

graphG. With ¢ defined as the minimum degree of graBh communication channel between distinct nodesand v; is
then the evento > k) is the same aﬂz;é(th =0) (i.e., the on, we setl|[C;;] as the indicator variable of eveft;; by
event that no node has a degree falling{in1, ...,k — 1}).

1[013] Z—{

A. Proving that[(B) implies Lemnid 2

1, if the channel between; andwv; is on,
ko1 0, if the channel between; andv; is off.

P[§ > k| = ]P’{ ﬂ (pn, = O)} <Plpr—1=0;  (10) We denote byC,, a (';)-tuple consisting of all possibl[C;;]
h=0 with 1 <i < j < m as follows:

Hence, we obtain



Cm = (1[012]17---11[0117'7,]1 1[023],,...,1[Cgm], 512 U ]P’[(szﬁfn)ﬁ(/\/lmzf\/lfnﬂ
1[C34], .-, 1[Csm], -+, 1[Crn_1)m])- Ly €L, MG, EMm (L7,):
. [Cadl [Carm] & . 1).m)) (L5, 2L or (M, M)
Recalling S; as the key set on node, we define am-tuple

Tm through 7,, := (S1,52,...,S,). Then we define’,, - (19)
as Ly = (Com, o). With L., we have theor/off states of _ Now we prove Propositiorid 1 afdl 2 based [od (18) &nH (19).

all channels between nodes, vs, ..., v, and the key sets The inequality below foIIowmg from[{7) will be applied ofie
S1,859,...,5, on thesen nodes, so aII edges between these gn < " for all n sufficiently large (20)
m nodes in graplG are determined. Le€,,, T,, andL,, be
the sets of all possiblé,,, 7,, and £,,,, respectively. 1) The Proof of Propositiohl1
Now we further introduce some notation to characterize how
nodesuvy, vs, . .., v, have edges with nodes df,,, whereV,, In view of (I9) and considering the disjointness of events

denotes(v,, 11, Umi2, - - -, vn}. Let N; be the neighborhood set (L, = L) N (M, = M3,) for £, € Ly, and M, €
of nodew;, i.e., the set of nodes that have edges withWe M., (L), we expres®[&,] as

also define selV; as the se{v,, 11, Vmi2,...,vn} \ Ni. Then Z P[(Ln=L5)N(Mp=M,)] (21)
we are ready to define seld;, ;, ;. for all ji,52,....jm € L% €L, M €My (£5,):

{0, 1} which characterize the relationships between 3&tfor (L5, ¢LQ) or (M, #MQ)

i=1,2,...,m. We define We evaluate[{21) by computing

Ms=( N M) N W) B(Myn = M) | £ = £). @22)
i€{1,2,...,m}:ji=1 i€{1,2,...,m}:j,=0 With C¥, and 7% defined such that?, = (C¥,77), event
(14) (L,,=L},) is the union of eventéC,, =C2,) and (T, = T,%).
In other words, fori = 1,2,...,m, if N; is not empty, each Since(C,,=Cy,) and (M, =M;,) are independent, we get
node inN; belongs toM;, ;,. ;. if j; = 1 and does not belong @) =P[(My, = ML) | (T =To) ]
to Mj,j,..5, if ji =0. Also, if j1 = j> =...=j, =0, then  For eachj;,jo,...,jm € {0,1}, for any distinct nodes
Mjyjy. g = ity Ni. The setsMj, j, j,, for JiJ2s - Jm € wi,we € Vi, events (wy € M, ;) and (wy €
{0, 1} are mutually disjoint, and constitute a partition of the sety. \j»..jn) are conditionally independent giver7,, =
Vp, (a partition is allowed to contain empty sets here). By thg= <), where 7, specifies the key setsS;,Ss,...,Sn
definition of M, ;, . ;,, for ]17]27-'-7]m €{0,1}, we have  as S}, S3,...,5%, respectively). Thus, withAM* being

» Mmoo

S M =Vl =n—m (15) (Mgl Mgyl Moy ol [M 2y 4 .- ), we obtain
ey @) = f(n—m, M )Plw € Mon | Ty = T ]¥im
[[  Plwe Mo | T = T Moo,

> |Mjjo..jm | = ‘<U Nz') ﬁm‘- (16) 1oz dm€10,1}:

and

J1,d25---Jm€{0,1}: =1 2171:1 Jiz1.
St gi>l (23)
We further define2™-tuple M,,, througl where f(n — m, M},) is the number of ways assigning the
Mo = (IMj gy | | 315525 -5 Jm € {0,1}) (n —m) nodes fromV,, to M;,j, ;.. such that|M; ;, ;. |
_ (|M0m|, | Mym—1 1], | Mm—21,0, |M0m72171|,...), equals| M i |, for j1,72,...,J4m € {0,1}. Then
where|M;, ;,..;..| means the cardinality a¥/;, ;, ... fln—m, M) = (n—m)! ,  (29)
Under eventt,, the setM,, is determined and we denote Hjl,jz,...,jme{o,l}(|M.;"1jz...jm|!)
its value byMSﬁ, which satisfies which along with [(Ib) yields
|M01171,170m711| :h, for i = 1,2,...,m; f(n_m M ) [(n_ )]/(|M(3km|')
|Mj1j2~»jm| =0, for Z;il Ji > 1 (17) 212 Jm€{0,1}: 1M o |
|Mom| =n —m — hm. <n 2ty gzl . (25)
To analyze evenf,, we defineILSS) such that(ﬁm € ng)) is For any ji,j2,...,jm € {0,1} with > j; > 1, there
the event that no two of nodes, vs, . . . , v, have any common existst € {0, 1,...,m} such thatj; = 1, so
neighbor. In view of event§.,,, € L(O)), (M, = M£2>) and Plw € Mj . | T = T
£, thené&, is the same agL,,, € L)) N (M., = MY)); e, < PByw, | T = T;) = PBuww,] = qn, (26)
& = [(Lm e LOYN (M, = MD)]. (18) where E,,,, is the event that an edge exists between nodes

We defineM,, (£,) for £,, € Ly, as the set of\1,,, under ¥ and v,. Substltutmg [(2b) and(26) intd_(P3), and denoting
which each ofy,, has degreé. Thus, the event that each onn,az,m,ame{o 13: [ M5 5, ;. | by A, we obtain
Vi has degreé is (L, € L) N (M, € My (L)), Which S gl *
together with [(IB) yields @) < (ng,)* xPlw € Mom | Ty = T;5] Mo, (27)
To further evaluate[(22) based dn}27), we will prove below
1For a non-negative integer, the term0? is short for  00...0 . Also, that if (E;‘n ¢ L&S)) or (M:‘n # M&S)), then

“z" number of ‘0" A S hm — 1 (28)

for clarity, we add commas in the subscript &fy,».—2, , etc.



On the one hand, i}, ¢ Lﬁg), there existi; and i, with
1 <43 < iz < m such that nodes;, andv;, are neighbors.
Hence,{v;,,vi,} C [(U;~; Ni) () Vi) holds. Then from[{T6),

b) pr > n~%(Inn)~?
We relate H,, ,, to H, ,,,—1 and assesdd, ,, iteratively.
First, with 7* (S7,55,...,5%), event (T,, = T7) is

we haveA = |2, Ni| — [ (U2 Ni) N V| < hm — 2. On  the intersection of independent events;,, , = 7,%_,) and

the other hand, ifAM*, # Mﬁg), there existiz and i, with
1 <3 < ig < m such thatN,, N N;, # (. Then from [I6),

A< ULy M| < (327 [V:]) = N3, NG, | < hm—1 follows.
Thus, we have prove@ (R8), which along with](15) leads to
| Mgm|=n—m—A>n—m—hm. (29)

From [7), it is true thatg,, ~ Inn, implying ng, > 1 for all

n sufficiently large. Then substituting (28) arid1(29) intal(27

we obtain that if(L;, ¢ L\ or (M, # ML), then for all
n sufficiently large, it holds that

@) < (ngn)"™ ' xPlw € Mom | Ty, = T;2 "™~ "™. (30)
Applying (22) and[(3D) to[(21),we get
@< Y {|Mm(c;)| K P[Ly =L2,] x RH.S. of [3]))}.
L €Ly,
(31)
note is a 2m-

To bound |M,, (L), that M,,

(Sm = S7,). Then we have

Hom= Y (Bl(Tuc = T )N(Sm = S3))x
T 1€Tm—1,
S’ ESm
en%?npn ZlSi<jSm—1 |Szj|e% 2;71:711 ‘S:m‘)

= m-—1" Z ]P)[Sm = Sr*n]enq&fn

5% €S

-1 -1
By >i%, |‘191*m| = m‘;g:;%r? (Uit S:)J and [20), we have
e TR RSl < THRTISLNULT SO which is used

in 38) to induce
m—1 R .
umpn Inn
S;ﬁ(US;)‘zu}eiKn .
i=1

K
Hn)m n
R <]
by v, then forw satisfying0 < u <

g Rl (36)

(37)

n,m—1

S*

K2

Denoting | J7""

* * m—1 o .
tuple. Among the 2™ elements of the tuple, each oflSil = K, andsS; U (UL, Sf) = Ky +v—u < P, (e,

IMj, jaj |71 72 imedo.1}: IS @t least 0 and at mogt; and

i=1 ji=1.

the remaining elementMy~| can be determined by (15).

Then it's straightforward thatM,,(£*)] < (h 4+ 1)2" 1.
Using this result in[(31), and considerir(@m = E;‘n) is the
union of independent events,,, = 7) and (C,, =C;,), and
>oex ec, P[Cm=C;,] =1, we derive
BD < (h+ 1> (man)"™ x 3 {P[To = 1]
T5€Tm
x Plw € Mon | Ty = T,:;]"—m—hm}. (32)
From [32) andng, ~ Inn — oo asn — oo by (@), the proof
of Propositior 1L is completed once we show
> BlT = TolPlw € My | Ty = Ta) "
T €Tm
<e MM 14 0(1)].
C. Establishing[(3B)
From [61) and[(62) (Lemmid 4 in the Appendix), we get
Plw € Mgm | Ton = T, ™"
=Plwe Mgy | T =T Pl € Mg | T =T 7
< efmnanrm?nqn2+%Zlgi<jgm|5;j \(1 _mqn)—m—hm (34)
for all n sufficiently large, whereS;; := S;NS7. With @ (.e.,
gn ~ 22), we havem?ng,,> = o(1) and mg, = o(1), which
are substituted intd (B4) to indude {33) once we prove
> P[To = Tile ®o” Zasicism 1551 <1 4+ 0(1). (35)
T €Tm

(33)

L.H.S. of (3%) is denoted byH, ,, and evaluated below.

For each fixed and sufficiently large, we consider: a)
pn <n°%(Inn)~! and b)p, > n=%(Inn)~!, whered is an
arbitrary constant with) < 6 < 1.
a)p, <n%(Inn)"?

From p, < n~%(Inn)~ 1, 1S5 < Kp for1 < i < j <
m and [20), then for alln sufficiently large, it holds that
"R Dsicienm 15 < 207 (3) < em*n ™" which is used in

H,,.m so thatH,, ,, < emin”’ Zm cr, PlTo=Tx]= em’n”’

for u € [max{0, K,, + v — P, }, K,,]), we obtain

m—1

N Y N N AW Sk P,
elsan(Ust) |- = () (.70 /() e
which together withK,, < v < mkK,, yields
(mK,)* (P, — K,)K»—v

L.H.S. of (38)< ISR oy T

1 mKn2 “
<= .
—uw\P,- K,
Foru ¢ [max{0, K,, + v — P,}, K,,], L.H.S. of [38) equals 0.
Then from [3¥) and(39),

K,
(Pn - Kn)K"

(39)

K, 2 u
1 mi, 2mpp Inn
RH.S. of @< ) = (m e TR )
u=0
miy? | 2mpnlnn
< eFhee Ko (40)

By [15, Fact 5] andl — z < ¢~ for any realz, it holds that
sn > 1= (1=K, /P)"" > 1—e /P (41)
For n sufficiently large, fromp,, > n=%(Inn)~! and [20) (i.e.,
Gn = PnSn < 21%), we have
Sn=Pn g <pn ' 2n 'lnn < 2n5_1(1nn)2. (42)
Hence, forn sufficiently large, we apply((41](#2) and, >
2K,, (which holds from the conditior% = o(1)) to produce
K.?/(P, — K,) <2K,?/P, < —2In(1 — s,,)
< —2In(1 —2n° " (Inn)?) < 2v2n"7" Inn, (43)
where the last step usesln(1-y) < ,/y for 0 < y < 1. From
(@) and conditionP,, = Q(n), we obtain from[[15, Lemma 7]
that K,, = w(vInn) = w(1). Then for an arbitrary constant
¢ > 2, it holds thatfz > K, > (Cf;)% holds for alln
sufficiently large. Hence,

e2m;[:<nnlnn S e(c—2%(cl—6) Inn _ n(c—2%(cl—6) (44)
The use of[(40)[{(43) and (#4) ib (37) yields
Hpyom/Hnm-1 < R.H.S. of [37)
So1 (e=2)(1-8) 5-1 m
S 62\/§mn 2 n 2c ‘Inn S (6371 c lnn) (45)



To derive H,, ,,, iteratively based o (45), we computg, »  given by/\/lgi) (see[(I7)). Hence, it holds froh (24) that

n—m)!

below. Settingm = 2 in L. H S. of (33) and considering the (0) y—m, hm
independence betwedly; = S}) and(S2 S3), we gain f(n=m, M) = (n—m—hm)!(h)m ~ (A (54)
Hop= > P[S1 =57 P[S e TRIHISINS: (46)  We will establish
oL %0 Y APTn="T;] H{]P’ weMy-1 1 0m-+| T=Tr2]"}
Clearly, Y. cs, PS> = Sile ®:" 19175 equals RH.S. of 7 enrm{ i1 }
@7) with m = 2. Then from K_Z'._B) and]ZG) ) > g™ - [1 — o(1)]. (55)
Hy s < Z (o' T i _ On"E (47)  We use [(B4) and(55) as well dﬂ(il) (viz., Lemia 4 in the
S;ESm Appendix) in evaluating®(M,,, = M ] above. Then
Therefore, it holds via[(45) anf (#7) that P[M - MO ]
Sns;cl In pym+(m—1)+...43 Gné%llnn 31n2né%1 Inn " "
Hnm< (e ) e <e : > (B0 - [1 = o(1)] - (1 — mgy)™ x
Finally, from cases a) and b), fer sufficiently large,H,, ,, m
0 _ 5 -1 _Tx ) ) __71=*1h
is at mostmax {e™ " ° gdm’n e nn1 Then [35) follows. Z P[Tm =T, H {PlweMyi-1 3 gm-i | T =Tr]" }
T €T i=1

V. THE PROOF OFPROPOSITION2
We definec? and T'Y by ¢ = ( 0,0,...,0 )
h\,_/

m(m 1)/2 number of 0"

> (hl)~™ (ngn)™e= ™m0 - 1 = o(1)]. (56)

Substituting [(3B) [(54) ab?\;e and_(63) in Lemfda 4 into the
. 7 0 .

and T\Y ={Tm | SN S =0, V1 <i < j < m.}. Clearly, computation Oﬂ%)/\/lm = M| yields

(Cn=CY)) or (T, €T\) each implies(L,, € LY. Also, P[M = /\:m J X

(Cn=C) and(M,,, = M) are independent of each other. = (A1) """ q, ™™ x [1 + o(1)]x

Thus, withPs = P[(L,, € L) N (M, = MY)], we derive Z P[Tn = T2 Plw € Mom | Trn = T
Py > P[Crn = CO P My, = M, (48) T3 €T
and ~ ()" (ngy)"" e (57)

Po > P[T € TOP[(Myy = M) |(Tr € TO)].  (49)  Then [B2) follows from[(56) and (7). Namel{.{52) holds

Given that even(C,, — ¢ is (J.-._.—_ C;; and event UPON the establishment c_ﬁ:ﬂ55). From(64_) in Lemima 4 and
(T € 11‘(0)) is|J t( I l)Jsin;Jtlt:eKlj:irgn b]ound we getqn = ol1) by @), we obtain[(35) once proving

me T g sirsm ' b BT =Tal S IS5l) =o(1).  (58)

PlCn=CP1>1- Y P[Cy]>1-m’p,/2, (50) > il) = o

1<ici<m T (S 1<i<j<m
and o If 7% e T then| | = 0. Then from [B1), we gef(38) by
P[Tm eTW] 21— S P[y]>1-m’s,/2. (651) LH.S.of BB)<p,-m(m—1)/2-P[T; € T\ T}
1<i<j<m < pn-m?/2-m2s,/2 <min"tnn/2 = o(1).
Denoting (h!) = (ng,)"™e~™" by A, we will prove B. Establishi
stablishin
P[My, = MO ~ A, (52) o)

and Let A denoteP[(M,, = M, 0)2 )I |(Tm T )]. Clearly,

P[(My = MO | (Tr € TO)] > A-[1 —o(1)].  (53) A is equivalent taP [ (M (T = T,;)] for any

(0)
Substituting[(5D) and(52) inté (#8), and applyifgl(51) dﬁﬂ)( € Tw’, so it follows that
to (49), we get (ifPy/A > (1 —min{s,, p,}-m?/2)[1—o(1)]. A=f(n—m, MD)Plw € Mo | T

T*]nfmfhm
m

From (52), we get (ii)Py < P[M,, € M2 < A[1+0(1)]. i | e
Combining (i) and (i) above and usingnin{s,,p,} < x Hl{P[MEMOH’LOm’Z | T = Tol"} (59)
V/3nPn = \/dn = o(1) which holds fromg, = s,p, and = _
(2), Proposition 2 follows. Below we establidhi{52) ahd] (53)WIth f(n —m, M) given by [G#). ForT; € T}, from
A. Establishing[[52) |31 = 0 and [El) in Lemmal4, we derive
We write P[M,,, = M| as H{P[w € Myior 1 gm—si | Trn = T7] } > gn"™ (1 — 2hm3gy).
S {PIT=TaP[(Mu=MD) | (Tu=To)]}, = (©0)
T5h€Tm
" Substituting [(B%) [(60) above and {61) in Lemida 4 irifal (59),
0 *
whereP[(M,, = Msn)) | (T = T)] equals we conclude that\ is at least
f(n—=m, MOV Plw € Mom | T = Tip]" " ()~ - [1 — o(1)]
m nhm1_2h 271'1_ n’n,fmfhm:A_l_ 1.
% TTPlw € Mois 1 gmc | Ton =TI, X {1 = 20 g) (1= dn) [t =olL)]
— VI. NUMERICAL EXPERIMENTS

Wheref(n —m, MS,?)_) is the number of ways assigning the To confirm our analytical results, we now provide numerical
(n —m) nodes fromV,, to M, ,, ;.. suchthafiif; ;, ; |is experimentsin the non-asymptotic regime.



2! D , r for connectivity, and we[[15],[T12] extend Yagan's resudt t
o8 ; | k-connectivity and show that wittP, = Q(n), % = o(1)

g ; andg, set agitrth—nlnnton ‘qraph s (resp., is not)-
~06¢ J| =02 (Stmulation) connected with high probability ifim,,_,.c o, = oo (resp.,
Soaf s Esifuﬁgim lim,, o @, = —o0). Compared with this result in_T15],

< -o-p = 0.5 (Analysis) [12], our result on the asymptotically exact probability /of

So.z +Pjg-§ (iirml‘l‘d?iow connectivity is stronger and more challenging to derive.

= o ~=-7 =08 (Analysic) Random key graphsn random geometric graphs.Con-

3 e ? 2 15 18 2 nectivity properties have also been studied in secure senso

Fig. 1. A plot generated from the simulation and the analysisthe Networks employing the EG SCheme_Ur.‘der the d_iSk .model,
probability thatG(n, K, P,p) is 2-connected versugs with » = 2,000, where any two nodes need to be within a certain distance
P =10,000 andp = 0.2,0.5,0.8. r, to have a link in between. When nodes are assumed

In Figure [1, we depict the probability that grapHO be uniformly and independently deployed in some region
G(n, K, P, p) is 2-connected from both the simulation and thed, the topology of such a network is represented by the
analysis, as elaborated below. In all set of experimentsfixve intersection of a random key gragh(n, K., P,,) and a random
the number of nodes at = 2,000 and the key pool size at 9eometric graph, where a random geometric graph denoted by
P = 10,000. For the probability of a communication channel G(n, 7, A) is defined om nodes independently and uniformly
being on, we considerp = 0.2,0.5,0.8, while varying the distributed in.A such that an edge exists between two nodes
parameterk” from 3 to 21. For each pail( K, p), we generate if and only if their dl_stance is at most,. Krzywdzihski
1,000 independent samples @& (n, K, P,p) and count the and Rybarczyk[[6], Krishnaet al. [5], and we [18] present
number of times that the obtained graphsz@nnected. Then connectivity resglts in grap@(n, Ky, Pn) n G(n,rp, A). W't_h _
the counts divided by, 000 become the empirical probabilities.the network regiond being a square of unit area, Krzywdzinski

The curves in Figur€l1 corresponding to the analysis &#8d Rybarczyk[[6] show thati(n, Ky, Py) N G(n, 1, A) is
determined as follows. We use the asymptotical result @@nnected with high probability ifr,,* - £z— ~ <2 for any
approximate the probability af-connectivity inG(n, K, P,p); ~constantc > 8. Krishnanet al. [5] improves the condition on
specifically, givenn, K, P,p and k = 2, we determinen by ¢ to ¢ > 2x. Later we [18] derive the critical value* of ¢ as
Consideringp . [1 _ (P;{K)/(}Izﬂ _ lnn+(k71731nlnn+a, a max{l—klimnﬂm (ln KP—:g/lnn), 41lim, oo (hl KP—;‘g/hln)},
condition stemming from[{4) and the computation @f in namely, graphG(n, K, P,) N G(n,r,,A) is (resp., is not)
Sectionl, and then use‘u?%ll)! as the analytical referenceconnected with high probability for any constant- c” (resp.,

of P[G(n, K, P, p) is 2-connectedfor a comparison with the ¢ < Ct)'. There Tag _n(?[L blgten ?ny analogous result For
empirical probabilities. Figurg 1 indicates that the expental connectivity reported in the literature.
results are in agreement with our analysis. VIIl. CONCLUSION AND FUTURE WORK

VII. RELATED WORK In this paper, we consider secure WSNs under the
Random key graphs.For a random key grapfi(n, K., P,) Eschenauer-Gligor (EG) key predistribution scheme witteun

(viz., Section[ 1) which models the topology induced by thdable links and obtain the asymptotically exact probapibf

EG scheme, Rybarczyk][7] derives the asymptotically exagiconnectivity. A future direction is to considérconnectivity
probability of connectivity, covering a weaker form of tresult N WSNS employing the EG scheme under the disk mddel [9],

— a zero-one law which is also obtained|in [1].][10]. Rybak:zy[En in which two nodes have to be within a certain distance for
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dn P[’LU S Moi—17170m—i Tm = Tm]

=1—gn "P[Eu, m(UjG{l,Q,...,m}\{i} Euwuy) | T =Ty,
so that
We present below Lemma&s$ 4 and 5, which are proved in the_,
next subsections. Lemnh& 4 is used in establishing Propositi n
[ and[2 in Sectiof TV-B. The conditioR,, > 3kK,, in Lemma m h
@ follows for all n sufficiently large givenk,, /P, = o(1) in :H{l—%flp[vaﬁ(Uje{l,z,...,m}\{i} By, |Tm:Tnﬂ}
Propositiong1l andl2. Lemnia 5 is used in proving Lerfina 4. i=1

Lemma 4. Given P, > 3K,, and any7,: = (S;,55,...,5%), zl—hZ{qnflP[Emﬁ(Uje{l)z’._.’m}\{i}Emj) |Tm:T,,*;]},
with S7; denotingS;NS7, for any nodew € V,,, we obtain i=1 (66)

Plw € Mom | Tpjo = T,5] > 1 —mg,, and (61) o ] )
P M T T where the last step uses the following inequality easilywedo
[w & Mor | T = Tn) by mathematical inductiorf[,_,(1 —z¢) > 1 —>",_, =, for

.

APPENDIX

A. Useful Lemmas

m (0)
’ Hi:l {P[w S Moifl)Lom—i

Ton :T,;;]}h
)

< emmantmi et Ky anen Sacici<n 1551, (62)  any positive integer and anyz, with 0 < z, < 1 for £ =
and for anyi = 1,2,...,m, we have 1,2,...,r (we setr = mh, with the mh number ofz; asm
Plwe My 1 gmi | Tn=T] < qn, and g3) 9roups, where the groupfor : = 1,2,..., m hasm members
[m Lo J=q . ©3) being g, P Euww,N(Ue 12, mp iy Buwy) | T =Tr5])
[T, {Plw € Myi1 1,gm—i | Tow = T3] } To analyze[(66), we use the union bound and Lerfina 5 to get
> g™ (1= 202y — 2R 30 iy 1S51). (64) P[Ewv, 0 (Ujeqa,.mpiiy Buov,) | Tn = T3
Lemma 5. With I';; denoting the event that an edge ex- < Zje{l,Q,...,m}\{i}P[vai N Ewo, | T = Tl
ists between distinct nodes and v; in random key graph < Zje{l o\ (1) an(Kn_lsnISij +25,2)
G(n, Ky, P,), if P, > 3K,, then for three distinct nodes, v; . 2; K | = : o
andw,, we haveP[(Ty; NTj; | (|Si;] = u)] < Ky spu+2s,2 = 2 T 8n Peldn2ijeqi2,mi\{i} 1231
for u=0.1 K which is substituted intd (66) to establigh64) by
9Lyttt ne —hm m y h
B. The Proof of Lemmia 4 gn "™ TT {Plw € Moi-r g gm—i | T = T3] }
_ - . m -1 *
For any nodev € V,,,, event(w € My ) equals J!" | Eyy,, > 1=h 3 {2man + Kn™pn 2 je{1 2 mi\ (i) 1551}
whereFE,,,, is the event that there exists an edge between nodes> 1 — 2hm?2q, — 21’}2 Zl§i<j§m |S;fj|. (67)

w andwv; in G. By a union bound, L.H.S. of(61) is at leas

1= P[Ewy, | T = T,] = 1—mg,, so that[(61) is proved. €. The Proof 9f Lemnﬁl 5 , o ,

And to prove[[BR), by the inclusion—exclusion principle, gt We use the inclusion—exclusion principle to obtain
P[Tie NTj¢ | (153] = )]

Plwe Mo | Tn=T5] <1=3 P[Buy, | Tn=Ty] =P | (ISi] = w)] +P[Tj0 | (I1S;5] = w)]
. _Z B (B [T T — P[0 UTy0 | (IS5] = w)]
<igem ™ =25, =1+ ("G /(). (68)
Then we use Lemmd 5 to further derive in view that event(|S;;| = u) is independent of each df;,

_ andT';;, and event;; UT';, meansS, N (S;US;) # 0.
Plo € Mo | Ton =T} . By [9, Lemma 5.1] and[[15, Fact 2], we derive
<1—mgn +p,° K, tsn|S| + 25,2 2Ky —u sn(2Kn—1) | 1 5m(2Kn—u)\2
e ISKZjSm( %l ) (I=sn) " <1- (Kn +35( (Kn )
<1—2s, + K, ‘spu+ 25,2,

which is substituted intd (68) to complete the proof.

< eimq"+m2qn2+Knilann Sicici<m \S;}L

where the last step usést xz < e* for any realz.



